CISA | CYBERSECURITY AND INFRASTRUCTURE SECURITY AGENCY

CYBERSECURITY FOR WATER AND
WASTEWATER SYSTEMS

Lauren Wisniewski
Cybersecurity and Infrastructure Security Agency
U.S. Department of Homeland Security

Lauren WisniewsKki
March 7, 2024




CISA Mission and Vision

MISSION:

We lead the National effort to understand,
manage, and reduce risk to our cyber and
physical infrastructure.

VISION:

Secure and resilient infrastructure
for the American people.

2

Lauren WisniewsKki
March 7, 2024




Water and Wastewater Systems of ALL sizes are a Target

Why? Water and Wastewater Systems are Target Rich and Vital
to Communities

Typically, have limited cybersecurity resources

Information Technology (IT)/Operational Technology (OT) convergence
increases threat attack surface

Most critical infrastructure (e.g., hospitals, firefighting, energy production)
depends on water and wastewater systems

Who? Anyone, Anybody

Strong organized state actors attempting to disrupt our way of life

Mid to low level criminals looking for a quick buck or make a political statement

Insider threats from accidental everyday operations to disgruntle employees
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Common Goals for Cyber Criminals: Water and Wastewater

Systems

= Disrupt treatment and conveyance processes by opening and closing
valves, overriding alarms or disabling pumps or other equipment

= Deface the utility’s website or compromise the email system

» Steal customers’ personal data or credit card information from the utility’s
billing system

= |nstall malicious programs like ransomware, which can disable business
enterprise or process control operations

= Compromise the ability of water and wastewater utilities to provide clean
and safe water to customers, erode customer confidence, and result in
financial and legal liabilities
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Cyber Av3ngers Threat Activity - Water and Wastewater Sector

= Since at least November 22, 2023, Iranian Government Islamic
Revolutionary Guard Corps (IRGC)-affiliated cyber actors using the persona
“CyberAv3ngers” have actively targeted and compromised Israeli-made
Unitronics Vision Series programmable logic controllers (PLCs).

= Cyber actors left a defacement image stating, “You have been hacked,
down with Israel. Every equipment ‘made in Israel’ is CyberAv3ngers legal
target.”

* Multiple water and wastewater systems across multiple states were
Impacted.

= Impacted PLCs and Human Machine Interfaces (HMIs) were deployed with
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CISA-EPA Water and Wastewater Toolkit

Available at https://www.cisa.gov/water

Consolidates most vital CISA and EPA
information, resources, and tools for water and
wastewater systems

Resources include:

Free vulnerability scanning

Free cybersecurity assessments
Incident Response Guidance
Technical assistance support
Contact information for CISA Regions
Stop Ransomware resources



https://www.cisa.gov/water

FREE Cyber Vulnerability Scanning

Purpose: Assess Internet-accessible systems for known vulnerabilities

and configuration errors. REE CYBER
: lxl
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Delivery: Identlfy pUinC-faCing Internet Security risks, through service WATER SECTOR COORDINATING COUNCIL
enumeration and vulnerability scanning online by CISA. A WEE @ e G, | Qv
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OVERVIEW
Drinking water and wastewater systems are an essential commu: l!ylrf eline. It is important to protect your system from
cybersttacks ts vital operations. You can reduce the risk of a cybersttack at your utility by externally scanning

ilities caused by publicly facing devi Th (,\:bersecuty dlimtrct re Securi tyAg cy
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Beneflts service subscription. CISA, the Water Sector Coordinating
Ll Administrators encourage drinking water and wastewster utilities to use this service.

= Continual review of system to identify potential problems 53 IREE

wesknesses that an sttacker could use to impsct your system. The benefits of this
service include:

= \Weekly reports detailing current and previously mitigated . et

o Identify ity connected to the internet,
i nternet-exposed services

vulnerabilities

Weekiy reports on scanning ststus snd recommendstions for mitigating
identified vulnersbilities

= Recommended mitigation for identified vulnerabilities . Sttt i s

canning for newly enrolled water utilities

*  Ongoing detection and reporting with continuous scanning for new
vulnerabilities

Figure 1: Sample Psge in Weekly Report

HOW DOES IT WORK?

Network Vulnerability & Configuration Scanning: s e L
= |dentify network vulnerabilities and weakness
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Top Cyber Actions for Securing Water Systems

4 for Securing Water
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Conduct Regular Cybersecurity Assessments
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Secure Our World — Secure Your Business

—
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Teach Employees to Avoid
Phishing

Harmful links or attachments could
provide unauthorized access to
information or infect your network with
malicious code. This can result in data

being held for ransom.

Require Strong Passwords

This is one of the easiest ways to protect
your business from criminals who might
otherwise access your accounts by
guessing or automating hacking

programs.

Require Multifactor

Authentication

Using more than a password to access an
account—such as a texted code,
authenticator app, fingerprint or access
card—makes an account safer than a

password alone!

Update Business Software

Flaws give criminals an opening.
Programmers publish patches, but you
must install them to get their protection.
Smaller businesses are often running
outdated software because they don't

have full-time IT staff keeping up.

https://www.cisa.gov/secure-our-world/secure-your-business

Lauren WisniewsKki
March 7, 2024



Water and Wastewater Sector Incident Response Guide

This Guide outlines how water utility owners and
operators can coordinate with federal partners as they
prepare for, respond to, and mitigate the impact of a

cyber incident.

The GUIde: Incident Response Guide
Establishes clear guidance for reporting cyber incidents Water and Wastewster Secter

Connects utilities with available cybersecurity
resources, services, and no-cost trainings

Empowe rs utilities to build a strong cybe rsecu rity e e e
baseline to improve cyber resilience and cyber hygiene

Encourages utilities to integrate into their local cyber
communities
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Regionally Deployed Personnel
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Regional Personnel:

Cybersecurity Advisors (CSAs)
Cybersecurity Coordinators
Protective Security Advisors
(PSASs)

Emergency Communications
Coordinators

Chemical Security Inspectors
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Cybersecurity Services (Voluntary & No Cost)

STRATEGIC
(C-Suite Level)

 Cyber Resilience Review (CRR)
 External Dependencies Management (EDM)
e Cyber Infrastructure Survey (CIS)

« Ransomware Readiness Assessment (RRA)

Strategic

 Cyber Tabletop Exercises (CTTX)

 Cross-Sector Cybersecurity Performance Goals (CPGs)

* Vulnerability Scanning

 Known Exploited Vulnerabilities (KEV)

Tactical

 Cyber Security Evaluation Tool (CSET)

TECHNICAL
(Network/System Admin Level)
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Report Cyber Incidents

= cisa.gov/report

W unraonics

» Email: report@cisa.gov & 28 | HACkED T
> | B . R M

EVERY EQUIPMENT

= Call 282
a 888- 8 -0870 LEGAL TARGET

At o = el This photo provided by the Municipal Water Authority of Aliquippa
o1 Y . Ty shows the screen of a Unitronics device that was hacked in Aliquippa,
1 1oy o Pennsylvania on November 25, 2023.
o N | Municipal Water Authority of Aliquippa via AP

1
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https://www.cisa.gov/report
mailto:report@cisa.gov

Questions & Contact Info

Contact Information

Lauren WisniewskKi
Cybersecurity and Infrastructure Security Agency
Water and Wastewater Sector Liaison

y lauren.wisniewski@cisa.dhs.gov
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