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Cybersecurity 
Reconsidered

3

Threat Actor = someone who wants to punch you in the face

Threat = the punch being thrown

Vulnerability = your inability to defend against the punch

Risk = the likelihood of getting punched in the face

Acceptable Risk = your willingness to be punched in the face

        Credit @caseyjohnellis



Where Have We Been? Where Are We Now?

* * *

BT Act
CWS ≥3300
includes cyber

* * * * * * Year

9-11

Y2K

* * * 19 *02 13 14 1808
*

Stuxnet, 1st OT 
cyber attack

EO 13636;
WITAF 503

NIST CSF; 
AWWA Guidance & Tool

SolarWinds; 
Oldsmar; 

Colonial Pipeline

AWIA §2013, 
expands cyber

22

Russia invades 
Ukraine

23

National Cyber Strategy; 
EPA Cyber Rule

CISA CPGs Update

Nat. Security 
Cyber Memo;
TSA Directive

CISA CPGs

Hamas attack 
on Israel



AWARENESS

Cybersecurity Policy Matters
EPA Sanitary Survey Cyber Rule 

Legal challenge filed by MO, AR, IO, joined by 
AWWA, NRWA 

Nationwide injunction July 12, 2023 

Rule withdrawn October 12, 2023

Congressional Activity

Two hearings (Jan 31 and Feb 6)

Legislation pending on coregulatory approach

AWIA §2013 

Round 2 begins March 2025

Targeted enforcement activity anticipated

Cybersecurity Incident Reporting
Proposed rule: Mar. 2024

Final rule: Aug. 2025



ANALYSIS

Key Steps 

Leadership commitment & culture

Build team to manage risk & resilience

Leverage resources for due diligence

Update Risk & Resilience Assessment

Integrate into Emergency Response Plan

There is a clear obligation to take 
action to address cyber risks



CYBERSECURITY DUE DILIGENCE

www.awwa.org/cybersecurity



Action

“No Action” is Unacceptable

Assess Utility Cyber Vulnerabilities ASAP

Enroll in CISA’s Vulnerability Scanning Service

Email vulnerability@cisa.dhs.gov

Use AWIA RRA & ERP as funding business case

Develop an Incident Response Plan

mailto:vulnerability@cisa.dhs.gov


?? QUESTIONS ??
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