Volume 5 No. 3 ♦ Summer 2017
www.openingstatement.org
www.vba.org/yld

YOUNG LAWYERS DIVISION

Opening Statement

™

The Official Publication of the VBA Young Lawyers Division
JOIN US AT THE VBA’S SUMMER MEETING

Meet Us at the Homestead

We are pleased to present the Summer 2017 issue of Opening Statement!
The upcomingVBA Summer Meeting is fast approaching on July 20-22 at the Omni Homestead Resort in Hot Springs,Virginia. All VBA members are invited to attend. If you have
never gotten involved with the YLD, the Summer Meeting is an excellent first step. We
always see new faces at the Summer Meeting.
Now, on to the highlights of this issue of the Opening Statement.
In theYLD Chair’s Message (page 2), Jeremy Williams reports on the upcoming opening of
the VBA’s new headquarters in Richmond: “VBA on Main.” This fantastic new space will
be a resource to all VBA members starting later this fall.
Our in-depth articles begin with Jonathan Lucier’s review of how Federal Rule of Evidence
502(d) can be used to guard against privilege waivers (page 3). Such protections are particularly important in cases involving a high volume of documents that must be reviewed
quickly by junior attorneys. A Rule 502(d) order should become a common part of any
Federal litigator’s Joint Discovery Plan.
Bill Bray and Rachel Snead offer an important perspective on Alternative Dispute Resolution
as it is being taught in the Commonwealth’s law schools (page 4).
Our newest Development Editor, Kelsey Farbotko, presents her inaugural article on how
HIPAA can ensnarl unwary attorneys as covered “business associates” (page 6).
For a lighter diversion, we have coverage of the “Dunk the Dean” event at Regent University
Law School (page 8), including photographs of the drenched administrators. The goodspirited fun benefited the 11th Annual Legal Food Frenzy and celebrated Regent’s capture
of the Attorney General’s Cup for a second year in a row.
Both the VBA Board of Governors and the YLD held their Spring Meetings at the Tides
Inn in the Northern Neck this past May, and, as can be seen by the photographic recap
(page 9), the meeting was a great success.
Finally, Madelaine Kramer offers her insight on tackling new subject matter areas such as
products liability cases involving firearms (page 11). As Madelaine points out, unfamiliar
legal terrain can be conquered by applying time-tested principles at the outset of each case.
Thank you for reading. We hope you enjoy this issue of Opening Statement!
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VBA Summer Meeting
The Virginia Bar Association will hold its
127th VBA Summer Meeting on July 2022 (Thursday – Saturday) at The Omni
Homestead Resort in Hot Springs, Virginia.
The Summer Meeting will have many
CLE opportunities to sharpen your legal
acumen and learn from leading lawyers,
as well as opportunities to network, play
golf, hike the Allegheny Mountains, and
enjoy the many resort amenities. The YLD
will meet Saturday morning to discuss
programs and goals for the balance of the
year, and then again in the evening for
the “YLD Social on the Front Porch.” We
encourage you to be a part of this historic
meeting! To register, contact Kylie Hinson
at 804-644-0041 or kyliehinson@vba.org.

Upcoming VBA Events:
July 20-22: 127th VBA Summer
Meeting - The Omni Homestead Resort
(Hot Springs, Virginia)
Sept. 28: 19th Annual Corporate Counsel
Fall Forum - Omni Richmond Hotel
(Richmond)
Oct. 12: Administrative Law Section
Annual Fall Ethics CLE - The VBA on Main
(Richmond)
Oct. 13: YLD Fall Meeting - The VBA on
Main (Richmond)
Oct. 19: 13th Annual Virginia Health Care
Practitioners Roundtable - Troutman
Sanders (Richmond)
Oct. 27: 28th Annual Tax Practitioners
Roundtable - Farmington Country Club
(Charlottesville)
Nov. 9: 23rd Annual Administrative
Law Conference - Troutman Sanders
(Richmond)
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Nov. 17-18: 25th Annual Capital Defense
Workshop - Hilton Richmond Hotel &
Spa / Short Pump (Richmond)
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MESSAGE FROM THE CHAIR

VBA On Main: Ally to the YLD
By Jeremy S. Williams
In the fall of 2017, theVirginia Bar Association
will complete construction of its new member
center, the “VBA on Main.” Housed on the
ninth floor of the Bank of America Center in
downtown Richmond,Virginia,VBA on Main
will have a great deal to offer young lawyers
and will be yet another benefit of membership
in the VBA.
The new member center was the initiative of
former VBA President James P. Guy, II, and is
inspired by the wildly popular “The Bar Center
at 401,” the meeting space and hub for members of the San Diego County Bar Association.
The Bar Center at 401 features a member
lounge, small and large conference rooms, a
conference center, seating up to 200, work
spaces, and mail retrieval. The Bar Center at
401 is so popular and so widely utilized, that
the SDCBA was recently considering implementing rules to ensure everyone had access
to the resources – which include some possible
time limits for individual members. WhileThe
Bar Center at 401 was designed to serve the
needs of a local bar organization, the VBA on
Main is intended to provide the same service
to an entire state-wide membership.
The VBA on Main is located on Main Street in
Richmond, directly across the street from the
Fourth Circuit Court of Appeals, a block from
the Virginia State Capitol, a five-minute walk
to the Virginia Supreme Court and Virginia
Court of Appeals, a ten-minute walk to the
United States District Court for the Eastern
District of Virginia, and is in close proximity to numerous state agencies, organizations
and some of Virginia’s largest companies and
firms. The VBA on Main will feature a café,
work carrels, a large conference room, small
conference rooms, huddle rooms and a social
area known as the Front Porch. In addition,
the VBA has access to a conference center in

the Bank of America building, which is perfect for hosting large events. Members of the
VBA, including theYLD, will have access to all
of these amenities.
So what does this mean for members of the
YLD? Why should you care? Other than
the simple fact that this will be an aesthetically pleasing space to hang out, with a crisp,
modern design and fantastic views of the State
Capitol, there are real tangible benefits. Work
out of town and need a place to grab a cup
of coffee before an argument at the Supreme
Court? Swing by VBA on Main and check out
the cafe. Staying at the Omni for a conference and need a place to get some work done
between sessions? The carrels are a perfect
hide away, and the high-speed, top-of-the-line
internet being installed will help you meet
those billable requirements. Conducting a
deposition and need a neutral site? Try one of
the small conference rooms. Work on a large
committee and need a place to meet and plan?
Check out the large conference rooms with
their fantastic views. Are you a small or solo
practitioner looking for an upscale place to
meet with clients? The VBA on Main is there
to support you. The VBA on Main will have
lots of resources available to members of the
VBA, including theYLD.Whether a large firm
attorney or a solo practitioner, and regardless
of your geographic location, everyone will
have a second home at the VBA on Main.
Want an advance peek at the space? On
October 14, 2017, theYLD will meet in Richmond for its Fall Meeting, which is scheduled
to be held at the new member center. Just
weeks after the scheduled completion of the
member center, YLD members will have an
opportunity to view the space before the grand
opening. An opportunity, and a meeting, you
don’t want to miss. 

Jeremy S. Williams

Partner, Kutak Rock LLP (Richmond)
YLD Chair, 2017-18
Bio: Jeremy is a partner in the Bankruptcy, Restructuring and
Creditors’ Rights group at Kutak Rock LLP in Richmond, where he
represents debtors, creditors and other interested parties in various
matters in federal and state court. A VBA member since 2011, he most
recently served as Chair-Elect of the Young Lawyers Division and
co-chair of the George Mason University Law School Council. Jeremy
is a member of the VBA Bankruptcy Law Section and is a graduate of the University of
Virginia and the George Mason University School of Law.
Contact Info: jeremy.williams@kutakrock.com or 804.343.5257
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GUARDING AGAINST PRIVILEGE WAIVERS

Document Review and Federal Rule of
Evidence 502(d)
By Jonathan Lucier

Based on my (unscientific, anecdotal, and
informal) polling, many of us litigators
worry an awful lot about the risk of waiving attorney-client privilege and attorney
work product protection. I’ve woken up
in the middle of the night more than a few
times in fear of having accidentally produced a privileged document to opposing
counsel. This is because “when a party
discloses information that had been confidential before the disclosure, the privilege
is waived not only to that communication,
but also as to the subject matter of the disclosure.”1 The same subject matter waiver
rule applies to work product protection,
at least as to “fact” work product.2 So if a
lawyer produces an otherwise privileged
document to opposing counsel, there’s a
risk that the privilege has been waived for
that document and for other documents
concerning the same subject matter. And
although the law on subject matter is full
of twists and turns and exceptions and
fine-lines, when you’re getting deep in
the weeds of subject matter waiver issues,
you’ve probably already lost some sleep.
Thankfully, Federal Rule of Evidence
502(d) gives lawyers in federal court
some comfort that any production will
not waive privilege. Rule 502(d) states
that “[a] federal court may order that
the [attorney-client] privilege or [work
product] protection is not waived by
disclosure connected with the litigation
pending before the court--in which event
the disclosure is also not a waiver in any
other federal or state proceeding.”3
Rule 502(d) was enacted “to allow ‘parties
to conduct and respond to discovery expeditiously, without the need for exhaustive

pre-production privilege reviews, while
still preserving each party’s right to assert
the privilege to preclude use in litigation
of information disclosed in such discovery.’”4 It “was adopted for the express
purpose of allowing parties to limit the
costs associated with screening documents produced during discovery for

502(d) order applies “no matter what the
circumstances giving rise to their production were.”8 Others have found that Rule
502(d)’s non-waiver language does not
apply to intentional disclosures.9
In my opinion, Rule 502(d) applies to any
disclosure, which I believe is consistent
with its text (not limiting its application to
a particular circumstance of production)
and its purpose (to allow for expedi‘I’ve woken up in the middle of
tious and cost-effective productions
the night more than a few times
without exhaustive privilege reviews).
in fear of having accidentally
That debate is for another day. For today,
produced a privileged document please keep Rule 502(d) in mind the next
time you’re in federal court, must review
to opposing counsel.’
some hundreds (or thousands) of documents for production, and want another
in your discovery tool kit that (hopeprivileged material.”5 And the Civil Rules tool
fully)
helps you get a little more sleep at
Advisory Committee (and the Supreme
night.

Court) must have wanted lawyers to pay
attention to Rule 502, including section
(d). The 2015 changes to the Federal Endnotes
ePlus Inc. v. Lawson Software, Inc., 280 F.R.D.
Rules of Civil Procedures added refer- 1.
247, 256 (E.D. Va. 2012) (quotation marks,
ences to Rule 502 to the contents of the citation, and subsequent history omitted).
Rule 16(b) scheduling order and the Rule 2. E.I. Dupont de Nemours & Co. v. Kolon Indus.,
26(f) discovery plan.6
Inc., 269 F.R.D. 600, 606 (E.D. Va. 2010)
(“Although fact work product and attorney-cliIn other words, Rule 502(d) was adopted ent privilege may be waived through disclosure
(at least in part) with the document- of but one document on the subject, waiver of
reviewing lawyer in mind. Rule 502(d)’s the opinion work-product protection is limited
the documents actually disclosed.”) (interprotection doesn’t require—like Rule to
nal quotation marks, citation, and alteration
502(b), covering inadvertent disclo- omitted).
sures—that the party “took reasonable 3. Fed. R. Evid. 502(d).
steps to prevent disclosure,” to preclude 4. Absolute Activist Value Master Fund Ltd. v.
a waiver.7 With a Rule 502(d) order in Devine, No. 215CV328FTM29MRM, 2017
1355012, at *5 (M.D. Fla. Apr. 13, 2017)
place, production of an otherwise privi- WL
(quoting Fed. R. Evid. 502, addendum to advileged document does not waive privilege sory committee notes).
over that document or its subject matter. 5. E. Coast Sheet Metal Fabricating Corp. v. Autodesk,
No. 12-CV-517-LM, 2014 WL 4627262, at
There’s more to the story, of course. Inc.,
*2 (D.N.H. Sept. 16, 2014).
Some courts have found that a Rule 6. See Fed. R. Civ. P. 16(b)(3)(B)(iv); Fed. R.

Jonathan Lucier

Associate, Williams Mullen (Richmond)
Bio: Jon is a litigation associate at Williams Mullen in Richmond
and co-chair of the YLD’s Virginia Hispanic Chamber of Commerce Legal Aid Clinic. Jon lives in Richmond with his wife
Casey (an associate at McGuireWoods) and their children Jack
and Maggie.
Contact Info: jlucier@williamsmullen.com or 804.420.6606
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Civ. P. 26(f)(3)(D).
7. Fed. R. Evid. 502(b)(2).
8. Brookfield Asset Mgmt., Inc. v. AIG Fin. Prod.
Corp., No. 09 CIV. 8285 PGG FM, 2013 WL
142503, at *1 (S.D.N.Y. Jan. 7, 2013); see also
Form Rule 502(d) Order of Magistrate Judge
Peck, S.D.N.Y, (applying Rule 502(d) to “inadvertent [production] or otherwise”), available
at http://www.nysd.uscourts.gov/cases/show.
php?db=judge_info&id=928.
9. See, e.g., Certain Underwriters at Lloyd’s, London
v. Nat’l R.R. Passenger Corp., 218 F. Supp. 3d 197,
201 (E.D.N.Y. 2016)
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SOLVING YOUR CLIENT’S PROBLEMS

ADR and Virginia Law Schools
By Bill Bray and Rachel Snead
Thirty years ago, Chief Justice Harry
Carrico established the Commission on
the Future of Virginia’s Judicial System
and the efforts of the commission led
to the declaration that for Virginia to be
the most effective, the judicial system
would not only need to offer adjudication, but ADR. It comes as little surprise
that three decades later ADR has taken
center stage in efforts to efficiently
resolve litigation. While it is estimated
that over 96% of filed complaints never
reach trial, a quick glimpse into recent
statistics from the Department of Justice are quite revealing. In cases in
which a private neutral were used by
the Department, 75% of voluntary ADR
proceedings were resolved and when
court ordered, 52% of cases were settled.1 What stands out are the savings to
the system. It is estimated that the benefits of ADR in 2016 to the DOJ were
over $70M in litigation and discovery
expenses saved and 26,833 cumulative
days saved of attorney/staff time.2 Not

to mention the over 2,700 months of litigation that didn’t take place.3 And the
expenditures on ADR services you may
wonder? Just under $2.7M.4 A savings
of almost $68M. As ADR continues to
grow, the emphasis placed on training
and educating current lawyers and students has kept pace.
ADR related classes are offered at each
of Virginia’s eight law schools and each
school has their own ADR Society and
related competition teams. The legal
community is realizing that ADR is an
integral component to the practice of law
and it is imperative that students be taught
these skills in the course of their legal
training. As noted by the Columbia Law
School, without training in mediation,
lawyers will often miss opportunities to
compromise or agree when it best serves
their clients because they have only previously been trained to litigate.5 With
ADR being more widely adopted in state
and federal courts, including appellate

Bill Bray
Law Clerk, Otey Smith & Quarles
Law School: William & Mary Law School (2018)
Bio: Bill Bray is a rising 3L at the William & Mary Law School,
having been a Major League pitcher with the Nationals and Reds
before commencing law school. He is currently a law clerk with
Otey Smith & Quarles in Williamsburg. He has a passion for ADR,
Real Estate, and Sports Law.
Contact Info: bill.bray@osqlaw.com

Rachel Snead
Law School: University of Richmond Law (2019)
Bio: Rachel Snead is a rising 2L at the University of Richmond
T.C. Williams School of Law. As Vice President of the Animal Law
Society she hopes to inspire interest in the area of animal law
and bring creative new initiatives to the University of Richmond
campus. She and the rest of the ALS Board will be attending
the annual Animal Law Conference in Portland, Oregon this fall.
Through the Alternative Dispute Resolution Society’s intra-scholastic ADR Competition at the University of Richmond, she earned a position on the
board as Secretary and has developed a strong appreciation for dispute resolution.
She followed this exciting new interest to a summer internship with Dispute Resolution Services in the Supreme Court of Virginia.
Contact Info: rachel.snead@richmond.edu
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courts, there are many benefits for students who are involved in ADR. We are
all likely to be involved, whether voluntary or not, in mediation at some point.
Classes and competitions give students
the opportunity to learn and implement
negotiation skills, practice reflective
skills and expand our abilities to communicate effectively.6 Competitions are
especially important for developing the
art of persuasion and creative problem
solving under pressure.
Even though ADR isn’t yet on par with
trial and moot court teams at some
schools (W&M and Richmond don’t
offer credit for participating in ADR),
these schools are mounting impressive
success in national and even international competitions. In February of this
year, a team from the School of Law at
the University of Richmond won the
regional ABA Mediation Advocacy Competition and represented the university
at the ABA finals in San Francisco. The
William & Mary Law School ADR team
went international, taking first place at
the International Academy of Dispute
Resolution’s Mediation Tournament at
the University of Strathclyde in Glasgow,
Scotland.
In order to continue to build on these
successes, we could use help! An easy
way for lawyers to help and mentor the
next generation of attorneys is through
volunteering to be judges at one of the
competitions held by your nearest law
school. As students who participate in
these competitions, your feedback is
an invaluable resource. Competitions
are an excellent experiential learning
opportunity for students, and outside of
summer jobs, one of the only avenues to
receive valuable, constructive criticism
on our skills. And for firms looking to
hire graduates trained in critical skill
areas, what better place to scout talent?
For anyone looking for the latest information on the status of ADR in Virginia,
the Joint ADR Committee, the only committee comprising members of both the
Virginia Bar Association and the Virginia
State Bar, is an excellent place to start.
The Joint ADR Committee is committed
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to growing participation in alternative dispute resolution and furthering
education resources. We are also investigating the possibility of an ADR State
Championship for law students! And
don’t forget about the ADR Fall Symposium on September 25th. It’s a great
way to plug in, learn ways you can contribute, and earn a few CLEs. 
Endnotes
1. Alternative Dispute Resolution at the Department of Justice, https://www.justice.gov/olp/

alternative-dispute-resolution-departmentjustice (last visited May 31, 2017).
2. Id.
3. Id.
4. Id.
5. Columbia Law School, Alternative Dispute Resolution, http://
www.law.columbia.edu/alternative-dispute-resolution (last
visited May 31, 2017).
6. Benefits adapted from Why
Take ADR Courses in Law School,
by Cathy Cronin-Harris, March
2008, which can be viewed at
https://www.americanbar.org/
content/dam/aba/directories/

dispute_resolution/0177_croninharris_why_
take_adr_classes.authcheckdam.pdf.

Advertise in the
Opening Statement
The VBA YLD is pleased to announce that we are accepting
advertisements for publication in the Opening Statement. The
Opening Statement is highly visible within the VBA. It is published and distributed to all members of the YLD four times per
year. With such high visibility, what better way to reach your
peers? Funds from advertisement purchases will be used to
help support the operations of the VBA YLD and its numerous
programs, including the Opening Statement. If you are interested in purchasing advertising space in the Opening Statement,
please contact us at editors@openingstatement.org.

Opportunities to Get Involved
Are you protecting
your biggest asset?
For most people, their biggest asset is their ability to work and
earn an income. Doesn’t it make sense to insure it? Call Virginia
Barristers Alliance, Inc. (VBAI) to ask about VBA member discounts
on Disability Income Protection Insurance.

Are you looking for an opportunity to get
involved with the VBA Young Lawyers Division?
You can read about the YLD’s multiple projects
and committees at: vba.org/yldactivities.
Just reach out to the project or committee
chair to learn more. In addition, the YLD always
welcomes ideas for new projects. Just reach out
to anyone on the YLD Executive Board to share
your proposal: vba.org/yld.

800-358-7987
www.virginiabarristersalliance.com

VIRGINIA

BARRISTERS

ALLIANCE INC.
INSURANCE AGENCY

A subsidiary of The Virginia Bar Association

An insurance agency created by attorneys, for attorneys

Support VBA Foundation
The VBA Foundation funds numerous programs,
including the Ask A Lawyer Project, the Pro
Bono Hotlines, the Model Judiciary Project, the
Veterans Issues Task Force, and Regional Mentoring
Programs.To donate or to learn more, visit:
vba.org/foundation.
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KNOW YOUR PRACTICE

C’mon Get HIPAA: When Lawyers
Become Business Associates
By Kelsey S. Farbotko

Most people, attorneys included, know the
Health Insurance Portability and Accountability Act of 1996, or “HIPAA,” from their
physician’s office, hospital, laboratory, or
pharmacy, where they receive forms that
mention things like “privacy practices” and
“protected health information.” Many lawyers do not realize that HIPAA can have a
serious impact on their practice.
To Whom Does HIPAA Apply?
HIPAA regulates “covered entities”: health
plans, health care clearinghouses, and health
care providers that conduct certain transactions with health insurers and health plans
electronically.1 Today, most health care providers bill, verify benefits and enrollment,
and otherwise communicate with insurers
electronically and are therefore subject to
HIPAA. HIPAA further regulates “protected
health information” or “PHI” maintained by
the covered entity, which is health information relating to the past, current, or future
treatment, care, or payment for treatment,
that identifies or could reasonably identify the
individual.2
Individuals and entities that do not meet the
definition of “covered entity” nonetheless
can become subject to HIPAA by becoming a contractor, or a “business associate,”
of a covered entity. Business associates are
vendors and independent contractors that
perform certain functions on behalf of a covered entity using PHI.3 These functions can
include services relating to billing, management and administration, document storage
and destruction, software platforms and
cloud services, and professions such as consultants and accountants (to the extent that
these contractors have access to PHI). It also
includes attorneys and their law firms.4
If your covered entity clients provide PHI to
you in connection with your legal representation, you (or rather, your firm) are a business
associate.
What does it mean to be a “business associate” under
HIPAA?
The HIPAA regulations are broken down
into several rules that impose requirements
related to the privacy and security of PHI:
the Privacy Rule, the Security Rule, and the

6

Breach Notification Rule.5 The Privacy Rule
specifies the required, permitted, and prohibited uses and disclosures of PHI by covered
entities and business associates and outlines
certain rights that patients have with respect
to their PHI, including the right to access, the
right to amend, and the right to receive an
accounting of disclosures of their PHI. The
Security Rule mandates that covered entities
and business associates put into place certain
technical, physical, and administrative measures to safeguard electronic PHI. Finally,
the Breach Notification Rule specifies how
covered entities must notify the public, the
Department of Health and Human Services
(“HHS”), and the media, in the event of a
breach of PHI. It also requires that business
associates notify and provide certain information to their affected covered entity clients
when the breach occurs at the business associate level.6
Under the Privacy and Security Rules,
covered entities are required to obtain “satisfactory assurances” from their business
associates that they will maintain the privacy
and security of the covered entity’s PHI.7
These assurances are obtained through “business associate agreements,” which specify
the business associate’s permitted uses and
disclosures of PHI, require the business
associate to notify the covered entity in the
event of a breach or other unauthorized use
or disclosure of PHI, and describe the business associate’s responsibilities with respect
to the rights outlined above.8 The covered
entity is legally obligated to obtain a business
associate agreement prior to disclosing any
PHI to the business associate. The HIPAA
regulations similarly require business associates to sign business associate agreements
with any subcontractors having access to PHI,
and these business associate-subcontractor
agreements must be at least as restrictive as
the business associate’s agreement with the
covered entity.9 Recently, these contracts
have become increasingly sophisticated, with
covered entities drafting stricter provisions
regarding the privacy and security of the PHI
and placing more financial responsibility on
business associates for any HIPAA violations.
In addition to the contractual obligations set
forth in the business associate agreement,

a final rule published in 2013, known as
the “HIPAA Omnibus Rule,” created direct
liability for business associates for certain
obligations under the Privacy Rule, such as
compliance with restrictions on uses and disclosures of PHI and the “minimum necessary”
requirement, which mandates that entities
use, disclose, and request only the “minimum necessary” PHI needed for the task.10
Further, business associates have a direct obligation under the Breach Notification Rule to
report to the covered entity any unauthorized use or disclosure of PHI that qualifies as
a “breach.”11 Finally, business associates also
must comply with every requirement of the
Security Rule.
The technical, physical, and administrative safeguards in the Security Rule are
numerous and encompass a wide variety of
cybersecurity principles, including security
training, password management, audit controls, malware and anti-virus protection,
disaster recovery and contingency plans,
media backup and disposal, and encryption.12 Some of these standards are required,
whereas others are “addressable. However,
these “addressable” standards and specifications are not truly optional, as the Security
Rule requires that if an entity determines
it is not feasible to adopt measures meeting
an addressable requirement, the entity must
document its justification and outline what
other safeguards it has put in place to approximate the protection prescribed in the Rule.13
Covered entities and business associates must
document policies and procedures relevant
to each Security Rule requirement and, just
as importantly, operate their businesses in
accordance with their established policies.
Among the most significant standards (and
those frequently involved in enforcement
actions), are the risk analysis requirement,
which requires entities to “conduct an accurate and thorough assessment of the potential
risks and vulnerabilities to the confidentiality,
integrity and availability of electronic PHI,”
and the risk management requirement,
which, once the risks are identified through
the risk analysis, requires the implementation of appropriate mechanisms to mitigate
those risks.14 HHS has published guidance and provided tools to assist entities in
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the performance of risk analyses, because
it considers these analyses fundamental to
achieving adequate data protection.15 Risk
analyses should be a regular undertaking for
covered entities and business associates and
should be updated in response to any critical
changes in an entity’s operations.16
The cybersecurity threat looms large for lawyers just as it does for health care providers. As
lawyers experience their own challenges with
and seek to strengthen the security of their
own electronic client information, attorneys
who maintain PHI to provide legal services
on behalf of their covered entity clients should
be aware that, as their clients’ “business associates,” they are required to ensure that they
follow these Rules in their legal practice.
Meeting the Privacy, Security, and Breach
Notification Rule requirements, as well as the
contractual liability undertaken by an entity
subject to a business associate agreement,
may necessitate significant changes to a firm’s
operations in order to comply with HIPAA.
Why does HIPAA compliance matter?
The penalties for HIPAA violations can be
substantial, and enforcement has dramatically increased with the promulgation of the
HIPAA Omnibus Rule in 2013. The Office
for Civil Rights (“OCR”) at HHS is charged
with enforcing HIPAA and may uncover
potential violations through a variety of
sources, including complaints, referrals from
other agencies, news reports, breach notification, and audits.17 This enforcement authority
extends to investigating and taking enforcement action against business associates such
as lawyers and their employers.
For example, OCR continued its audit program in 2016, which evaluated the practices
and policies of both covered entities and business associates alike through desk and onsite
audits.18 This was the first time that business
associates were in the pool of entities chosen
for an OCR audit. Although these audits were
intended to be instructional for both the auditors and auditees rather than punitive, OCR
did not foreclose the idea that it might exercise its enforcement authority based on audit
findings.19
The consequences for violating HIPAA can
be severe. HIPAA civil money penalties are
broken down into four categories based on
level of intent, ranging from an unknowing
violation (minimum of $100 and maximum
of $50,000 per violation) to willful neglect
with a failure to correct ($50,000 per violation). The annual maximum for multiple

violations of the same HIPAA requirement is
$1.5 million.20 However, if an entity violates
multiple provisions multiple times throughout a year, it is possible that assessed penalties
could well exceed $1.5 million.21 Further,
criminal penalties can be imposed on violators
in the form of fines or prison time.22
Last year was a notable year for HIPAA
enforcement actions. In June 2016, OCR
settled its first action with a business associate for $650,000. That investigation began
with notification to OCR of a breach affecting fewer than 500 patients.23 In 2016, OCR
also announced the largest single settlement,
totaling $5.55 million.24 Thus far in 2017,
OCR has settled with another health system
for $5.5 million and has assessed civil money
penalties against, or settled with five entities
for, $2.2 million or more.25 Based on OCR’s
May 31, 2017 figures, it has settled 52 cases
for a total of almost $73 million.26
With enforcement activity becoming more
frequent, business associates, including attorneys and legal practices, will continue to see
increased scrutiny from OCR. It is important for attorneys to evaluate their practices
to determine whether they are business associates and, if so, whether they need to take
action to comply with HIPAA. 
Endnotes
1. 45 C.F.R. § 160.103.
2. Id.
3. Id.
4. Id.
5. 45 C.F.R. Part 160 and Part 164, Subparts A and
E (Standards for Privacy of Individually Identifiable Health
Information or the “Privacy Rule”); 45 C.F.R. Part 160
and Part 164, Subparts A and C (Security Standards for the
Protection of Electronic Protected Health Information or the
“Security Rule”); 45 C.F.R. § 164.400-414 (the “Breach
Notification Rule”).
6. 45 C.F.R. § 164.410.
7. Id. §§ 164.308(b)(1), 164.502(e)(1)-(2).
8. Id. § 164.504(e)(1)-(2).
9. Id. § 164.504(e)(2)(ii)(D).

10. 78 Fed. Reg. 5566 (Jan. 25, 2013); 45 C.F.R. §§
164.502(b), 164.514(d)(1).
11. 45 C.F.R. § 164.410.
12. See id. § 164.302-318.
13. Id. § 164.306(d)(3).
14. Id. § 164.308(a)(1)(ii)(A)-(B).
15. “Guidance on Risk Analysis Requirements under the
HIPAA Security Rule” (July 14, 2010); https://www.
hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf; “Security
Risk Assessment,” https://www.healthit.gov/providersprofessionals/security-risk-assessment (last visited Jun.
15, 2017).
16. Id.
17. See “Enforcement Data”, https://www.hhs.gov/
hipaa/for-professionals/compliance-enforcement/
data/index.html (last visited Jun. 15, 2017).
18. “HIPAA Privacy, Security, and Breach Notification
Audit Program,” https://www.hhs.gov/hipaa/forprofessionals/compliance-enforcement/audit/index.
html (last visited Jun. 15, 2017).
19. Id.
20. 45. C.F.R. § 160.404
21. Id. See also id. § 164.406 (describing how multiple
violations of identical requirements are evaluated,
including that continuing violations are calculated on a
per-day basis).
22. “Summary of the HIPAA Privacy Rule,” https://
www.hhs.gov/hipaa/for-professionals/privacy/lawsregulations/index.html (last visited Jun. 15, 2017).
23. “Business Associate’s Failure to Safeguard Nursing
Home Residents’ PHI Leads to $650,000 HIPAA Settlement,” https://www.hhs.gov/hipaa/for-professionals/
compliance-enforcement/agreements/catholic-healthcare-services/index.html?language=es (last visited Jun.
15, 2017).
24. “Advocate Health Care Settles Potential HIPAA Penalties for $5.55 million,” https://www.hhs.gov/hipaa/
for-professionals/compliance-enforcement/agreements/ahcn/index.html (last visited July 10, 2017).
25. “$5.5 Million HIPAA Settlement Shines Light on the
Importance of Audit Controls” (Feb. 16, 2017), https://
www.hhs.gov/hipaa/for-professionals/complianceenforcement/agreements/memorial/index.html (last
visited Jun. 15, 2017); see generally “Resolution Agreements,” https://www.hhs.gov/hipaa/for-professionals/
compliance-enforcement/agreements/index.html (last
visited Jun. 15, 2017).
26. “Enforcement Highlights (as of May 31, 2017),”
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/data/enforcement-highlights/index.
html (last visited Jun. 15, 2017).

Kelsey S Farbotko

Associate, Williams Mullen (Richmond)
Practice Areas: Health Care, Data Protection & Cybersecurity
Law School: University of Richmond School of Law (2012)
VBA Leadership: Development Editor, Opening Statement
Bio: Kelsey is a health care attorney specializing in data privacy and
security, particularly HIPAA. She regularly advises clients on HIPAA
compliance, enforcement, and data breach response, and is the
editor and contributor to Williams Mullen’s Health Care Data Aware
blog, which highlights key HIPAA and cybersecurity developments.
Kelsey is thrilled to serve her community on the Family Lifeline – Young Professional
Council and as a board member and volunteer with Richmond Animal League, where
she adopted her two crazy, loveable mutts, Gus and Buzz.
Contact Info: kfarbotko@williamsmullen.com; (804) 420-6609

Opening Statement | Summer 2017 | Vol. 5 No. 3 | VBA Young Lawyers Division

7

LAW SCHOOL DEANS HELP A WORTHY CAUSE

Courtesy: Regent University Law School

Regent University Law School won the Virginia Attorney General’s Cup for the second year in a row by raising the most food in
the law school category.
Courtesy: Regent University Law School

During the 11th Annual Legal Food
Frenzy, Regent University Law School
collected a total of 28,077 pounds of
food, earning Regent the title of Law
School Winner of the Attorney General’s Cup for the second year in a row.
As part of Regent’s fundraising efforts,
the Regent Law School VBA Chapter hosted a “Dunk-A-Dean” event, in
which participants could donate funds
in exchange for a chance to try their
hand at “dunking a dean.” Special thanks
to the Regent Law School Deans for
being great sports and volunteering to
be dunked for such a worthy cause! 

Courtesy: Regent University Law School

Regent Law Celebrates Legal Food Frenzy

Courtesy: Regent University Law School

Law student Brandan Goodwin takes his shot at dunking a dean.
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Courtesy: Regent University Law School

Regent University Law School Dean L.O. Natt Gantt, II, takes a swim for charity.

Regent law student Justin Burch attempts to dunk Dean L.O. Natt Gantt, II.

Dean Michael V. Hernandez attempts to dunk a fellow dean.
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YLD MEETS IN IRVINGTON

Courtesy: VBA Staff / Kylie Hinson

Courtesy: VBA Staff / Kylie Hinson

Spring VBA, YLD Meeting Recap

Courtesy: VBA Staff / Kylie Hinson

The YLD saw a large turnout at the Tides Inn.

Courtesy: VBA Staff / Kylie Hinson

Grilled oysters were a huge hit after the VBA Board of Governors Meeting.

Justice Stephen R. McCullough of the Supreme Court of Virginia attended the VBA Spring Meeting.

YLD members enjoyed cards and multiple bottles of vino at a nearby winery.

Courtesy: Dan Mauler

Courtesy: Dan Mauler

Michael Oesterling, Executive Director for Shellfish Growers of Virginia, offered an informative
CLE presentation on Virginia aquaculture.

(L-R): Kathryn Ciano, Nicole Grejda, and Kara Lee enjoy Virginia wines found in the Northern
Neck.
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DOING RIGHT FOR OUR COMMUNITIES

Legal Food Frenzy in the Southwest
Courtesy: Duncan A. Brooks

On April 6, 2017, around 20 local attorneys braved a windstorm to attend a
happy hour to support Feeding America
Southwest Virginia as part of the VBA’s
Legal Food Frenzy. Jenny Doud, VP
of external affairs of Feeding America
Southwest Virginia, and Jason Hartman,
board member of Feeding America
Southwest Virginia, attended to speak
about Feeding America’s efforts to
combat hunger in Southwest Virginia.
Despite the wind, a good time was had
by all who could make it out.
Courtesy: Duncan A. Brooks

Courtesy: Duncan A. Brooks

Lawyers from Virginia’s Southwest turn out to support a good cause.

The Legal Food Frenzy program has united VBA attorneys from across the
Commonwealth for many years.

A worthy event brings together young attorneys.

Courtesy: VBA Staff / Kylie Hinson

Spring VBA, YLD Meeting Recap

The traditional YLD group photograph shows both familiar and new faces.
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TACKLING NEW AREAS OF THE LAW

Products Liability and the New (to you)
Product: Case Example - Firearms
By Madelaine A. Kramer

For any lawyer, young or old, the practice of law is just that, practice. There
are local rules and procedures and the
general substantive laws applicable to
any given “type” of case. A lawyer must
also be cognizant of a number of procedural and substantive issues, many
of which are likely to be raised (by you
or opposing counsel) again and again
throughout your products’ cases.
But what remains reassuring is that
knowledge of the law (substantive and
procedural) will be applicable to all of
your cases. Whether it be an allegedly
defective pole vault pit, tractor, elevator, chair, blood pressure cuff, lamp,
or firearm, the same rules – with the

of action asserted by a plaintiff might
vary, but you will quickly learn to identify those which are routinely asserted,
in addition to those unrecognized here
in Virginia.
Let’s take for example the firearm. In
a recent products liability case in the
Western District of Virginia, Putnam v.
Savage Arms, Inc.,1 suit was filed against a
firearm manufacturer seeking to recover
for injuries sustained while using a
Savage 10ML-II muzzleloader while
hunting. The plaintiff claims that when
he fired the muzzleloader, the barrel
exploded and injured his hand. As is
the course for any product liability suit,
the plaintiff alleged that the firearm was
unreasonably dangerous because it had a
faulty barrel and defective parts. In his
‘The causes of action asserted
initial complaint, the plaintiff asserted
by a plaintiff might vary, but you
causes of action for negligence (including negligent failure to warn), breach
will quickly learn to identify
of express warranty, and breaches of
those which are routinely
implied warranties of merchantability
and fitness for a particular purpose. The
asserted, in addition to those
plaintiff also claimed a
unrecognized here in Virginia.’
variety of negligence
theories, none of which
addition of any pertinent regulations – have been independently
will generally apply. At the beginning of recognized as a cause of
every case, it is good practice to iden- action in Virginia, such as
tify your court, the applicable law, and negligent placement of
the theories and defenses alleged (or to products into the stream
be alleged) in the lawsuit. The causes of commerce; negligent
Madelaine A. Kramer
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failure to test; negligent failure to train;
and negligent failure to meet internal
corporate guidelines.2 It is important
to note that products liability case law
is continuously developing (in both federal and state courts), and will continue
to do so on a number of fronts given
product development. For example, in
Keophumihae, a products case involving
a Smith & Wesson handgun, the plaintiff was allowed to pursue a “negligent
storage of a handgun” claim. The court
explained that storage of a handgun is an
aspect of the manner in which a handgun
is used, and if a person is negligent in
his storage of a handgun, he is negligent
in its use. That said, you must not only
know the law, you must also know your
product.
You need not be the subject matter
expert going into the case, but you will
certainly be a subject matter expert
on the other side. You will need to
know your product inside and out for
Continued on page 12
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…Products Liability and the New (to you) Product: Case Example - Firearms, continued from page 11
a number of proceedings, propounding and answering discovery requests,
conducting and defending depositions,
retaining experts, drafting expert designations and disclosures, and, of course,
for any dispositive motions (e.g. summary judgment) and trial. Use your
resources: your client (likely a subject
matter expert), retained experts (i.e.,
engineering, medical), legal peers, and
court opinions.

‘Regardless of a plaintiff’s
allegations, all parties must
remember that injury alone
is not enough to make out a
products liability claim.’
Consider the similar allegations of
exploding firearm barrels in King v.
Blackpowder Products, Inc.,3 and Owens v.
Savage Arms, Inc. 4 In Owens, the plaintiff alleged that upon depressing the
trigger of his firearm, the barrel suddenly exploded. In King, the plaintiff
alleged that after cleaning and loading
his Connecticut Valley Arms Staghorn
.50 caliber muzzleloader with two 50
grain Pyrodex pellets (black powder
substitute) and a .50 caliber bullet,
upon pulling the trigger the rifle misfired and its barrel exploded and ripped
apart.
Regardless of a plaintiff’s allegations,
all parties must remember that injury
alone is not enough to make out a
products liability claim. Whether
proceeding under a negligence or
implied warranty theory of liability,
the plaintiff must demonstrate that (1)
a product contained a defect that rendered it unreasonably dangerous for
the use to which it would ordinarily
be put or another reasonably foreseeable purpose, and (2) the unreasonably
dangerous condition existed when
the product left the manufacturer or
seller’s hands.5 A product may be considered unreasonably dangerous if it is
defective in assembly or manufacture,
unreasonably dangerous in design, or
unaccompanied by adequate warnings
concerning its hazardous properties.

12

Will the plaintiff meet their burden of
proof in a firearm products case? In
these “exploding barrel” cases, there
are a number of questions to ask and
issues to flush out in discovery. It is
not reasonably foreseeable that a muzzleloader – when used properly and in
accordance with the instructions of the
manufacturer – would simply explode.
What went wrong? Were there
modifications (and was the specific
modification reasonably foreseeable)
that would implicate a component part
manufacturer? Or was it simply operator error or unforeseeable misuse? Did
the user clean, maintain, and store his
firearm properly? Did he modify the
trigger assembly? Did he use appropriate ammunition? Did he mix powders
or propellants of different brands or
with different lot numbers?6
While firearm cases may be plenty,
reported firearm products decisions in
Virginia are far and few between. In
addressing a handgun without a safety,
the Richmond City Circuit Court ruled
in Puryear v. Tanfoglio Compania, S. p A.
that “[w]hen a person is shot with a
properly functioning gun, no cause of
action arises against the manufacturer
of the gun.”7 Puryear arose out of an
incident where a minor picked up a .22
caliber handgun and, thinking it was a
toy pulled the trigger, resulting in injuries to another minor. The plaintiff
theorized the firearm was unreasonably
dangerous simply because it lacked a
safety mechanism. The court dismissed
the plaintiff ’s negligent design, failure to warn, and breach of warranty
claims against both the manufacturer
and retailer, holding these claims
amounted to “strict liability.” Virginia
jurisprudence sets forth that a firearm
performing exactly as it is expected
and intended to perform is not defective. The Fairfax Circuit Court has
explained that “[h]istorically, the Virginia Legislature has given no indication
that it considers handguns defective or
inherently and abnormally dangerous”
and a gun manufacturer “should not be
subjected to liability for doing what
they are permitted to do under the laws
of Virginia and the United States of
America.”8 Moreover, it is well established that an instrumentality which is

self-evidently dangerous when used in
the manner for which it was designed
requires no warning: the “propensity
of a loaded firearm to injure severely
or kill is open and obvious.”9
And, as in any products case, do not
forget to look at safety standards
promulgated by the government or relevant industry. The court will consider
such safety standards to determine if
a product is unreasonably dangerous.10
Indeed, courts routinely cite American
National Standards Institute (“ANSI”)
standards and safety specifications as
authoritative safety standards across
a range of industries and products.
In a firearms case, be sure to review
the Sporting Arms and Ammunition
Manufacturers’ Institute (“SAAMI”)
standards. SAAMI, founded at the
request of the federal government, is
an association of the nation’s leading
manufacturers of firearms, ammunition and components that publishes
industry standards for safety, interchangeability, reliability, and quality.
SAAMI is an accredited standards
developer for ANSI and, as such, many
of the SAAMI standards are also published as ANSI standards. 
Endnotes
1. No. 7:17-cv-00168 (W.D. Va. 2017).
2. See also Keophumihae v. Brewer, 6 Va. Cir.
80, 88 (Fairfax Cir. Ct. 1983) (firearm
products case explaining Virginia does not
recognize strict liability).
3. No. 7:15-cv-00212 (W.D. Va. 2015).
4. No. 3:15-cv-00109 (S.D. Ind. 2015).
5. See Logan v. Montgomery Ward & Co., 216 Va.
425, 219 S.E. 2d 685 (1975).
6. See, e.g., Blakey v. USS Iowa, United States
Dep’t of Navy, 780 F. Supp. 350, 353 (E.D.
Va. 1991) (involving allegations that gun
was loaded with ammunition assemblies
not authorized for that particular type of
gun; independent investigation lab found
explosion could have been caused by
“inexperienced rammer-man who may have
over-rammed the propellant in a 16-inch
gun”).
7. Puryear v. Tanfoglio Compania, S. p A., 19 Va.
Cir. 213, 213 (Richmond Cir. Ct. 1990).
8. Keophumihae, 6 Va. Cir. at 88.
9. Puryear, 19 Va. Cir. at 215.
10. See Alevromagiros v. Hechinger Co., 993
F.2d 417, 420 (4th Cir. 1993); Norris v.
Excel Indus., 139 F. Supp. 3d 742, 751 & n.2
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