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Poll

© What priority does security have in your organization? [select
one]

» Top Priority

» Top 5 Priority

» Top 10 Priority

» Below Top 10 Priority
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Digital Brandd Cyber Threats

Cyber Criminals

DDoS ATTACKS
MALWARE
PHISHING
SQL INJECTION
SOCIAL HIJACKING
DOMAIN HIJAC.EKING
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Digital Assets

© Who has a company issued laptop or cell phone?
© Does it have a serial number that is logged?

© Would you agree the business sees that as an
asset and documents it appropriately?

Do you treat your digital assets the same way?
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1%

of Global 2,000 companies
admit to not having an
accurate accounting of
their SSL certificates
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SSL Risksd Expired Certificates

| f you donoOot have a grasp
along with a tight management and

/H& The site's security certificate has expired!

You attempted to reach s Sl com, but the server presented an expired certificate. No information is available to indicate
whether that certificate has been compromised since its expiration. This means Google Chrome cannot guarantee that you are

communicating with s Syae.com and not an attacker. You should not proceed

[ Proceed anyway | [ Back to safety |

P Help me understand
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ExpiredCertificatesd Impact

nNThe average GI|l obal 5, 0
spends about$15 million

to recover from the loss of business due to
a certificate outaged and faces another

$25 million

Il n potenti al compl 1 anc

Source: CSOonline.com
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DDoS Attacksd Examples

TalkTalk profits halve after cyber-attack

Telecoms firm reveals cost of attack hit £42m, cutting its profits from £32m to
£14m
o v

TalkTalk profits more than halved following a cyber-attack in which the personal
details of thousands of customers were hacked.

The telecoms company was hit with £42m in costs when almost 157,000
customers were affected by the attack in October last year. Almost one in 10 of
those customers had their bank account numbers and sort codes accessed.

Pre-tax profit fell to £14m in the year to 31 March, from £32m a year earlier. The
share nrice was un inst over 1% at 274n on Thursdav afternoon.

Source:

BBC
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DNS/DDoS Attacksd The Impact

$105,710
Average cost of 1 hour of down time
$126,153
Estimated average annual
cost to businesses from DDoS attacks
Source: Th@onemorinstitute
18 hours

Average network outage/disruption time

Source!
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http://www.cioinsight.com/security/slideshows/10-things-to-know-about-the-cost-of-dns-attacks.htm
http://www.cioinsight.com/security/slideshows/10-things-to-know-about-the-cost-of-dns-attacks.html
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0%

of businesses worldwide
have no countermeasures
against DDoS attacks

Source: IT Pro
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Poll

© Who is responsible for Digital Asset Security in your
organization? [select one]

» CIlO (Information Officer)

» CISO (Information Security)

» CMO (Marketing Officer)

» COQ (Operating Officer)

» Each Business Unit Executive
» Do not know

GSC. - :
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Email Fraudd The Impact

Phishing costs brands worldwide

$4.5 billioneach year

., Journal of Economic

Customers are 42% less likely

to do business with you after a phishing attack,
regardless of whether they were actually fooled.

Source: http://www.magillreport.com/Phishing-Threatens-Your-Brand-More-than-You-Think-Return-Path/

Source: |
Perspectives

82 seconds

median time from email received to first click

Source: https://info.wombatsecurity.com/blog/infographic-what-impact-does-phishing-have-on-your-business
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https://www.aeaweb.org/articles.php?doi=10.1257/jep.26.3.87

Phishing Attacks- Examples

m N et SEARCH o} SECURITY DATACENTERS VIDEOS CXO WINDOWSi10 CLOUD  INNOVATION MORE

MUST READ GOOGLE PREVAILS OVER ORACLE IN COPYRIGHT INFRINGEMENT CASE

Carbanak hacking group steal $1 billion
from banks worldwide

Carbanak malware offered criminals the chance to steal up to $10 million per
heist.
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In a survey of more than 1,000
global brands across 33 countries,

only 2%

of companies were publishing
a DMARC record

SourceReturnPath

c‘sc ) DIGITAL BRAND SERVICES
- \
\n—:———/ Pagezs

uuuuuuuuuuuuuuuuuuuuuuuu



Unspoken Truths
to Know About Security
for 2017

In Summary
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Why Does Security Matter to You?

© You are often making decisions that will
impact your brand!

© We are now managing digital assets, which
are valuable, and bad actors want to exploit
them.

Your business (and customers) needs your help!

Question: Who thinks securityjisstthe job of IT?
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Poll

© What happens when Digital Asset Security risks impact your
organization? [select as many as needed]

» Revenue

» Brand Value

» Customer (Acquisition & Retention)
»  Competitive Advantage

GSC. - :
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Who Makes the Decisions?

.................................................................................................................................................................................................

I'T Increase in
Advent infringements
of domains Legal

FUTURE:

Multi -stakeholder approach

Growth in
eCommerce

CISO Marketing

Increase in
cyber attacks

.................................................................................................................................................................................................
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Poll

© Which of the Digital Asset Security risks we discussed are of
most concern to your organization? [select one]

» SSL6s and Certificates
DNS and DDoS

Email Phishing and Malware

None of the above

All of the above

b

~
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~
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~

b
~
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How can | reduce the risk?

©000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

The CSC Digital Optimization Plan

Audit & Consolidate Utilize & Secure

Ensure your digital IP resolves to relevant
content, is measured to quantify traffic,
and that best-in-class SSL, DNS, and
domain security practices, like MultiLock,
are in place

Audit, then consolidate your digital
assets into one, comprehensive view,
including domain names, DNS, SSL, and
social media usernames.

Step 4 <= Step 3

Monitor & Enforce Optimize & Promote

Optimize your portfolio by analyzing
domains that can be safely divested, and
by identifying gaps related to available
domains names, including .brands and
social media usernames

Monitor for, and prioritize infringements
across the key digital channels and
enforce your rights where necessary.
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CSC Solutions
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