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Housekeeping

•This “LIVE” session is being recorded 

•The recording will be available on BrightTALK 

immediately after this session 

•Q&A: Please type questions in the Questions 

Box below the presentation screen 

•Additional information available for you 

behind the Attachment button and later on the 

Vivit website 
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New Features

• Business Basics

– Upgrade of Java Runtime environment

– Upgraded Supported Operating System, Databases and Web browser

– Language Support

• CLI/API Enhancements

• Security Improvements

– Hardening Guide

– Federal Information Processing Standardization (FIPS) Compliance

– Implementation of Cross-Site Request Forgery (CSRF) protection

– Implementation of Cross-Site Scripting (XSS) protection

– Enforcement of stronger password policy

– Logon banner with customizable text during login
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Business Basics
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Business Basics

• Upgraded Java Runtime 

Environment to 1.8.0_45-b14

• Upgraded supported Operating 

System, Databases and Web 

browser

–Windows 2012 R2

– Oracle 12C

•With Oracle 12C Multi Master 

deployment will not be supported         

• Browsers

– Firefox 31 ESR

– IE 11

– Safari 8 

•Language Support

–English

–French

–German

–Japanese

–Korean

–Russian

–Simplified Chinese

–Spanish

NEW in NA 10.10 –Simultaneous 

release in all language versions!
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CLI/API Enhancements
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CLI/API Enhancements

• Create a new dynamic device group

– add device group

• Change the definition of an existing dynamic device group or type  of 

(dynamic or static) device group

– mod device group  

• Get the list of all dynamic groups with their properties

– list groups

– show group

• Display Details of User roles

– List all user roles and the corresponding type

• list role

– List the details of Modify Device Permission and View Partition Permission user 

roles

•show role

• Add a customized task name option to multiple commands

•Example: add vlan, check policy compliance, discover driver, run command 

script, run diagnostic etc… 
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add device group
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add device group

Example:
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mod device group
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mod device group

Example:
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list groups

• Added new optional parameter ‘-grouptype’

• Output of the command has been modified to include “Group id”, “Is Dynamic Group” and “Is Parent” 

columns as shown below
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show group

• Parameters of “show group” CLI remains the same 

• Output of the command has been modified as shown below



© Copyright  2015 Vivit Worldwide

list role

Example:
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show role

Example:
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Customized task name
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Security Improvements
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Hardening Guide

• New administrator’s guide!!  (called as “NA Hardening Guide”)

• It explains the various security related configurations in NA summarized in this presentation.   

• Download from SSO  (Access SSO and search for “NA Hardening Guide”).
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FIPS compliance

• FIPS –Federal Information Processing Standardization

• FIPS applies to both data in transit and rest

– Data in transit - SSL, SSH, SCP and SFTP connections to and from NA 

– Data at rest –user and device passwords

• Support for TLS 1.2

• Support for zeroization of keys generated for data in rest

• Upgrade to RSA B-SAFE Crypto-J JSAFE and JCE Cryptographic Library V 6.1

• FIPS mode is enabled by default and disabled for communication between NA 

server and devices.

• For more information on modifying FIPS mode can be found at “Enabling FIPS 

mode”   section in “NA Administration Guide”

Note.  FIPS related changes do not affect any user experience via the UI
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FIPS options enabled by default in appserver.rcx

<!—Enable FIPS for encryption for data at rest 

and transitionĄ

<option name="crypto/fips/enabled">true</option>

<!-- disabling fips for device access -->

<option 

name="crypto/fips/disabled_for_device_access">true</

option>

<!-- Hashing algorithm used for for data that will be 

stored. Valid values:  SHA, SHA_256, SHA_512-->

<option 

name="crypto/hash/algorithm">SHA_512</option>

<!–cipher list -->

<array name="crypto/fips/cipher_list">

<value>3des-cbc</value>

<value>aes128-cbc</value>

<value>aes128-ctr</value>

<value>aes192-cbc</value>

<value>aes192-ctr</value>

<value>aes256-cbc</value>

<value>aes256-ctr</value>

</array>

<array name="crypto/fips/mac_list">

<value>hmac-sha2-256</value>

<value>hmac-sha256</value>

<value>hmac-sha256@ssh.com</value>

</array>

<array name="crypto/fips/kex_list">

<value>diffie-hellman-group-exchange-

sha256</value>

</array>

For more information on modifying encryption algorithms for 

both data at rest and transit refer to “Configuring encryption 

algorithms” section in “NA Administration Guide
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Stronger password policy

• Changes visible to user

– Enforce password change for new users during first login

– Restriction on password modification 

– User should enter old password to modify password

• Changes not visible to user

– Enhancement how sensitive data stored in database

– User password are hashed (SHA-2) with salt

– Device passwords are encrypted with stronger algorithms

– The ciphers used for hashing and encryption are configurable

• For more information on modifying encryption algorithms for both data at 

rest and transit refer to “Configuring encryption algorithms” section in “NA 

Administration Guide”
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Customizable Logon banner
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Customizable Logon banner

• Enable logon banner in UI

– Copy the text to be displayed to <NA Install 

Directory>/resource/consentPage.html

•Note. A sample page, exampleConsentPage.html, can be found at the 

same location

– Make sure that the Agree button is specified in the consentPage.html as 

follows:

– <input type="button" name="CompanyAgree" value="Agree" 

onClick='window.location="/consentPage.html">

• Enable logon banner in  CLI

– Copy the text to be displayed to <NA Install 

Directory>/resource/consentMessage.txt

• For more information on enabling logon banner refer to “Enabling the logon 

banner” section in “NA User Guide”
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CSRF & XSS protection

•Protection from CSRF (Cross Site Request Forgery) attack 

by generating anti-CSRF token

•Protection from XSS (Cross site scripting) attack

–Reflected

–Stored

•Both CSRF and XSS protection enabled by default
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CSRF & XSS protection

For more information on enabling logon banner refer to “Enabling Cross Site scripting (XSS) Filter” 

section in “NA Administration Guide”
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Q & A
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HP Discover 2015 London

• December 1-3, 2015 - London

• Register Now via the unique Vivit link: 

http://hpsw.co/y9T3Bzj

• Check out Vivit Breakout Session!

Details to come.

https://hpbigdata2015.wegbox.com/vivit
http://hpsw.co/y9T3Bzj
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Thank you

www.vivit-worldwide.org

http://www.vivit-worldwide.org/
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