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Housekeeping

e Thi s “LI VE" sessi on 1 S

e The recording will be available on BrightTALK
Immediately after this session

e Q&A: Please type guestions in the Questions
Box below the presentation screen

e Additional information available for you
behind the Attachment button and later on the
Vivit website

NDEP,

£§g\ 5”%

i
VlV ;
o
w0
S

J

U, &

M2 >

© Copyright 2015 Vivit Worldwide



New Features

« Business Basics
— Upgrade of Java Runtime environment

— Upgraded Supported Operating System, Databases and Web browser
— Language Support

e CLI/API Enhancements

e Security Improvements
— Hardening Guide
— Federal Information Processing Standardization (FIPS) Compliance
— Implementation of Cross-Site Request Forgery (CSRF) protection
— Implementation of Cross-Site Scripting (XSS) protection
— Enforcement of stronger password policy
— Logon banner with customizable text during login
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Business Basics
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Business Basics

Upgraded Java Runtime
Environment to 1.8.0 45-b14

Upgraded supported Operating
System, Databases and Web
browser

— Windows 2012 R2

— Oracle 12C

« With Oracle 12C Multi Master
deployment will not be supported

Browsers

— Firefox 31 ESR
- IE11

— Safari 8
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 Language Support

English

French

German

Japanese

Korean

Russian

Simplified Chinese
Spanish

NEW in NA 10.10 — Simultaneous
release in all language versions!
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CLI/API Enhancements
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CLI/API Enhancements

 Create a new dynamic device group
— add device group
 Change the definition of an existing dynamic device group or type of
(dynamic or static) device group
— mod device group
o Get the list of all dynamic groups with their properties
— list groups
— show group
« Display Details of User roles
— List all user roles and the corresponding type
 listrole

— List the details of Modify Device Permission and View Partition Permission user
roles

 show role

 Add a customized task name option to multiple commands
« Example: add vlan, check policy compliance, discover driver, run command ==,

()

script, run diagnostic etec.. V|V@
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add device group

MNA=add dewvice group 7
MNAME

add dewice group
SYMNOPSIS

Add a dewvice group to the system.

add dewice group -name <=MName= [-type <Type=] [-comment <=Comment=] [-shared

=Shared=] [-criteria =Criteria=] [-searchgroups =Searchgroups=]

[-1limitsearchgroups =Limitsearchgroups=] [-partitions =Partitiomns=]

DESCRIPTIOM
-name <=MName:>

The name of the dewvice group to be added. To add a group to a specific site,
prefix the group mame with "SITEMAME:"
-type <Type>
The type of group to be added.
"dynamic" .

The default wvalue is
-comment <=Comment=>

The walid wvalues for this option are
"static".

"static"
Additional information about the device group.
-shared =Shared=

1 if the group is shared,

B if it is not.
-criteria =Criteria=

The search criteria expressed in XML format.
-type parameter is

“static".
For information onm the syntax of the XML,
Usimg >ML"

see the
chapter of the Administration Guide.
-searchgroups <Searchgroups>

This parameter is ignored if the

"Defining the Dewvice Groups
The 1list of groups that must be used along with the search criteria.
values must be separated by a comma.
-type parameter is "static".

Multiple
This parameter is ignored if the
-limitsearchgroups =<=Limitsearchgroups=
The filter condition to be used in conjunctionm with the
The walid walues are "any", "none",
ignored if the

-searchgroups parameter
and "all". This parameter is

-type parameter is "static".

-partitions =Partitions=

ignored if the

-type parameter is

The 1list of partitionms to be considered to apply the filter.
"static".

This parameter is
© Copyright 2015 Vivit Worldwide
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add device group

Example:

NA>add device group -name demogrp -comment “added from CLI" -type dynamic -criteria "<filter=<condition><label>A</label><nane=Host Name</name<operator=contains</operator
><value>isco</value=</condition=<condition><label=B</1abel=<name=Device Vendor</name=<operator=does not containe/operator=<value=cisco</value=</condition=<expression=A a
nd B</expression=</filters"

200 OK: Generic Succeeded

COMMAND COMPLETED
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mod device group

MAa=mod dewvice group 7

MAME
mod dewice group Modify a dewvice group.

SYMNMOPSIS
mod dewvice group -name <MName> [-newname <New name=>] [-comment <Commemnt>]
[ -customname <=Custom data column name=] [-customvalue <Custom data walue=]
[ -customnames <=Custom data column names=] [-customwvalues =Custom data
values=] [-shared <Shared=] [-newtype <dynamic|static>=] [-criteria
=Criteria=] [-searchgroups =Search groups=] [-limitsearchgroups =Limit to
search groups=] [-partitions =Partitions=>]

DESCRIPTIONMN

Modify the name, comments, andsor the search criteria of a dewice group.

-name =hName=>
The nmame of the group to be modified.

-nmawnamee =kNew name>>

The new name Tor the modified group. Do not wuse this option unless wou also use
-name .

—comment =<Commemnt>
Additional imformation about the group.

-customname <Custom data column name:>
A single custom fTield name.

—customwvalue <Custom data walue=
A single custom field walue.

-—customnames <Custom data column names>

The custom FTield nmnames. Multiple names can be specified as a comma separated

lTlist; howewver, the order must match the same order as that of the
customwvalues .

-customwvalues <Custom data wvalues=>
The custom Tield walues.
lTist; howewver,
customnames .

Multiple walues can be specified as a comma separated
the order must match the same order as that of the

ANy wvalues with commas must be quoted inm single gquotes .
-shared <Shared=>
1 if the group is shared, @ if it is nmot.

-newtype <dynamic|static=>

Change the type of the dewvice group. The walid walues are static or dynamic.

Mmoo ?
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mod device group

-criteria <=Criteria=

The search criteria expressed in XML format.
-newtype parameter is "static".

For information on the syntax of the XML, see the "Defining the Device Groups
Using XML" chapter of the Administration Guide.

This parameter is ignored if the

-searchgroups <Search groups=

The 1list of groups that must be used along with the search criteria.

values must be separated by a comma. This parameter is ignored if the
-newtype parameter is "static".

Multiple

-limitsearchgroups =<Limit to search groups=

The fTilter condition to be wsed iIn conjunction with the
The wvalid walues are "any", "none" and "all".

ignored if the -newtype parameter is "static".

-searchgroups parameter.
This parameter is

-partitions =<Partitions=

The list of partitions to be considered to apply the filter.

This parameter is
ignored if the -newtype parameter is "static".

Example:

NAsmod device group -name demogrp -criteria "<filters<conditions<label>A</label><nane>Host Name</names<operator>containse/operatorsevalue>cisco</values</condition><condit

1on><label>Be/ abel><name>Device Vendor</name><operator=toes not containe/operatorsevaluesciscos/values</conditions<expressionsA or Be</expressions</filters'
200 0K: Generic Succeeded

COMMAND COMPLETED
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list groups

e Added new opti egroaptypepar ameter

e Qutputof the command has been modified to include *
columns as shown below

NA=1ist groups -type device
200 OK: Generic Succeeded

LR R  EREEEE R R E T  EREE TR oo o +

| Group Name | Group ID | Is Dynamic Group | Is Parent | Size | Create Date | Comments |

LR R  EREEEE R R E T  EREE TR oo o +

| ALl devices | 311 | false | false | 3 | Fri Oct 10 81:31:13 POT 2014 | List of all the devices in NA |

| Default Site | 12 | false | false | 3 | Tue Sep 30 23:57:26 PDT 2014 | Default group for default View |

| demogrp | 421 | true | false | 2 | Fri Oct 10 89:45:54 POT 2014 | added from CLI |

| Inventory |1 | false | false | 3 | Tue Sep 30 23:55:31 PDT 2014 | List of all devices known to the system |

T RELL R SRR EEETE  EREEE R R E T  EREEEE R R R L TR oo +

COMMAND COMPLETED

NA>1ist groups -type device -grouptype dynamic

200 OK: Generic Succeeded

L — o T S | D e tommmm e -

| Group Name | Group ID | Is Dynamic Group | Is Parent | Size | Create Date | Comments |

- . . S S - tommmm e +

| dynamic group | 301 | true | false | 29 | Thu May 07 23:02:48 MST 2015 | I

| dynamicl | 311 | true | false | 3 | Thu May 07 23:03:56 MST 2015 | |

tom e o tom e tomm e e e tomm e +

COMMAND COMPLETED .,
¥ i
—Q/A(OWWOO 3‘?\\\:’
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show group

e Parameters of “show group” CLI remains the same
e Output of the command has been modified as shown below

NA>show group -id 421

200 0K: Generic Succeeded

Device Group I.D. : 421

Parent Group I.D. : 1

Device Count : 2

Device Group Name : demogrp

Comments : added from CLI

Group Owner : navm

Group Shared : Public

Create Date : Fri Oct 10 09:45:54 POT 2014
Is Parent Group : false

Last Modified Date: Fri Oct 10 09:48:28 POT 2014
Is Dynamic Group : true

search Criteria : <filter><condition><label>A</label><name>Host Name</name><operator>contains</operator><value>cisco</value></condition><condition><label>B</1abel><nane>D
evice Vendor</name><operator=does not contain</operator=<value>cisco</value></condition><expression=A or B</expressions</filters

Limit Search by DeviceGroup :
Limit Search by Partition :

COMMAND COMPLETED
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list role

NA>l1ist role 2

NAME
l1ist role — List roles
SYNOPSIS
list role [—-type <Role type>]
DESCRIPTION
List the user roles that are known to the system.
—type <Role type>
List the user roles for the following types of permissions: Modify Device
Permission (MDP), Command Permission (COMMAND), Script Permission
(SCRIPT), and View Partition Permission (VIEW). By default, all
the user roles are listed.
EXAMPLES

list role

list role —type MDP
list role —type COMMAND
list role —type SCRIPT
list role —type VIEW

Example:

NA>1ist role

200 OK: Generic Succeeded

e — ———— e ———— e e —— e ———— e —
| Role Name Il Role ID | Role Type I Description | Comments |
- — e —————— +—————— e ——— +———— e e —— e -
] imited Access | 1 | Command Permission ] Limited access | 1
I Full Access i1 =2 | Command Permission I Full access | 1
| Powerxr 1 3 | Command Permission | Power userx | 1
] Administrator 1 4 | Command Permission I A1l permissions | 1
] 211 Devices I 5 | Modify Device Permission | A1l devices 1 1
I A131 Scripts I & Il Script Permission 1 A1l scripts | I
Il A1l Partitions | 7 ] View Partition Permission | All Partitions | 1
+——— +—— e +—— e — -

cCoMMAND COMPLETED

© Copyright 2015 Vivit Worldwide



show role

NA>help show role

NAME
show role — Show all information for a user role.
SYNOPSIS
show role [hname <Role name>] [—-id <Role id>]
DESCRIPTION
—name <Role name>
The role name for which the information is displayed. NOTE: If role
contains an escape character, the input must be escaped properly.
—id <Role id>
The role ID for which the information is displayed.
EXAMPLES

show role —name Administrator
show role —-id S

Example:

NA>show role —mame "ILimited Access'™
200 OK: Generic Succeeded
ROl e T EoPDL 5 B

Role Name I.imited Access
Role Type Command Permission

Description :: Limited access
Comments =

Device Groups -

User Groups :: Limited Access Usex
CcCOoOMMAND COMPIL.LETED
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Customized task name

NA> discover drivers -taskname "customized discover driver task"
200 OK: Generic Succeeded
Discover Driver task 14411 queued.
COMMAND COMPLETED

Select... :l Actions... :l

333 result(s)

Page 1 of 14 & &

Go to pagel:l @
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Complete Date Task Name Host/Grou Task Status | Prior Scheduled By Comments Actions
[[]|May-07-15 23:46:08 |'supportdemo’ CiscoASAZ Skipped 3 hpna Device discovery group task created from the CLI Detail | Run Again | Create Template
[[]|may-07-15 23:09:43 |Diccover Driver Inventory Failed 3 hpna Device discovery group task created from the CLI Detail | Bun Again | Create Template
[[]|may-07-15 23:09:40 |Take Snapshot Inventory 3 hpna System task to regularly poll for device configuration changes. Detail | Run Again | Create Template
[T]|May-07-15 23:09:33 |Discover Driver 44.63.28.205  |Skipped 3 hpna Device discovery group task created from the CLI Detail | Run Again | Create Template
[[l|may-07-15 23:09:33 |Discover Driver 44.63.28.206  |Skipped 3 hpna Device discovery group task created from the CLI Detail | Run Again | Create Template
[[]|May-07-15 23:09:33 |Discover Driver 44.63.28.207  |Skipped 3 hpna Device discovery group task created from the CLI Detail | Run Again | Create Template
[T]|May-07-15 23:09:25 |Take Snapshot 44.63.28.205 Failed 3 hpna System task to regularly poll for device configuration changes. Detail | Run Again | Create Template
[[]| May-07-15 23:09:24 |Take Snapshot 44.63.28.206 Failed 3 hpna System task to regularly poll for device configuration changes. Detail | Run Again | Create Template
[[]|May-07-15 23:09:24 |Take Snapshot 44.,63.28.207 Failed 3 hpna System task to regularly poll for device configuration changes. Detail | Run Again | Create Template
[[l|may-07-15 23:09:20 |customized diccover driver task | Inventory Duplicate 3 hpna Device discovery group task created from the CLI Detail | Run Again | Create Template

m




Security Improvements
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Hardening Guide

Downl
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gui de! !

( Access

(called
It explains the various security related configurations in NA summarized in this presentation.
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FIPS compliance

FIPS — Federal Information Processing Standardization
FIPS applies to both data in transit and rest
— Data in transit - SSL, SSH, SCP and SFTP connections to and from NA
— Data at rest — user and device passwords
Support for TLS 1.2
Support for zeroization of keys generated for data in rest
Upgrade to RSA B-SAFE Crypto-J JSAFE and JCE Cryptographic Library V 6.1

FIPS mode is enabled by default and disabled for communication between NA
server and devices.

For more I nformation on modi fy
S

ng FI P.
mode” section i n “NA Admini r a

i
t ti on

Note. FIPS related changes do not affect any user experience via the Ul
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FIPS options enabled by default in appserver.rcx

<l—Enable FIPS for encryption for data at rest
and transitionA

<option name="crypto/fips/enabled">true</option>
<!-- disabling fips for device access -->

<option
name="crypto/fips/disabled _for_device_ access">true</
option>
<!-- Hashing algorithm used for for data that will be
stored. Valid values: SHA, SHA 256, SHA 512-->

<option

name="crypto/hash/algorithm">SHA_512</option>

<l- cipher list -->

<array name="crypto/fips/cipher_list">
<value>3des-cbc</value>
<value>aes128-cbc</value>
<value>aes128-ctr</value>
<value>aes192-cbc</value>
<value>aes192-ctr</value>
<value>aes256-cbc</value>
<value>aes256-ctr</value>

</array>

© Copyright 2015 Vivit Worldwide

<array name="crypto/fips/mac_list">
<value>hmac-sha2-256</value>
<value>hmac-sha256</value>
<value>hmac-sha256 @ssh.com</value>
</array>

<array name="crypto/fips/kex_list">

<value>diffie-hellman-group-exchange-
sha256</value>

</array>

For more information on modifying encryption algorithms for

both data at
al gorithms?”

rest and
section 1in
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Stronger password policy

Changes visible to user

— Enforce password change for new users during first login

— Restriction on password modification

— User should enter old password to modify password
Changes not visible to user

— Enhancement how sensitive data stored in database

— User password are hashed (SHA-2) with salt

— Device passwords are encrypted with stronger algorithms

— The ciphers used for hashing and encryption are configurable

For more information on modifying encryption algorithms for both data at
rest and transit refer to “Confi gl

Admi ni stration Gui de"”
viv(s;

© Copyright 2015 Vivit Worldwide



Customizable Logon banner

Company Name

Template Warning Statement

You are accessing a company protected asset. Access is for authorized
users only. By using this system you agree to the following conditions:

s The application you are about to use is company owned and intented
for official company business. The company reserves the right to
monitor and record all interaction with this application.

¢ Use of sensitive information accessed through the application for
personal use is strictly prohibited and deemed illegal

¢ Under no condition are you allowed to share or disclose any of the
information in the application without prior permission.

© Copyright 2015 Vivit Worldwide

o \NDEPg,
& KN

viv(®

e
4, &
Mo 3

<

Hegpg gn ¥



Customizable Logon banner

Enable logon banner in Ul

— Copy the text to be displayed to <NA Install
Directory>/resource/consentPage.html

* Note. A sample page, exampleConsentPage.html, can be found at the
same location
— Make sure that the Agree button is specified in the consentPage.html as
follows:

— <input type="button" name="CompanyAgree" value="Agree"
onClick="window.location="/consentPage.html">

Enable logon banner in CLI

— Copy the text to be displayed to <NA Install
Directory>/resource/consentMessage.txt

For more information on enabling Il.g

banner” section in “NA User GuiVEV
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CSRF & XSS protection

* Protection from CSRF (Cross Site Request Forgery) attack
by generating anti-CSRF token

e Protection from XSS (Cross site scripting) attack
— Reflected
— Stored

« Both CSRF and XSS protection enabled by default
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CSRF & XSS protection

D Administrative Settings - User Interface

Leaving this page or clicking any hyperlinks without clicking the Save button will result in the loss of any unsaved changes to the admin settings.

Configuration Mgmt  Device Access  Server  Workflow VEESNGEE- Telnet/SSH  Reporting  User Authentication  Server Monitoring  NA/NNM Integration

Save

Session Timeout

1800 {in seconds) Amount of time HP Network Automation willl wait before terminating an inactive web session (change takes effect at the user's next logon. Single Sign-On timeout is n EHA_HO

Check Device Permission for View Device Configuration

D If checked, user can view the device configuration only when hefshe has appropriate device permissions. Note: You must restant HP Network Automation for your change to take effect.

Auto-complete User Name and Password
D If checked, the browser's auto-complete function is enabled on the NA login page.

Show Stack Traces
D If checked, exception stack traces can be viewed in the web U1 emmor page.

Cross site scripting check
If checked, NA will check the user input to fiter out the potential cross site scripting elements such as <script=, <object>, <mg>, <nput>,

Filter HTML Output
Do not interpret the following tags: <applet=, <body>, <embed>, <frame=, <script>, <frameset>, <html», <iframe=, <img=, <style>, <ayer>, <fnk=, <layer=, <meta», <object>. Display these tags and their contents Rerally.

For more 1 nformation on enabl Cngsbo§onebaoneptraege
s ect i o nAdmimstratidd Guide”

Mmoo ?
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HP Discover 2015 London

HP Discover 2015 London
December 1 -3
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December 1-3, 2015 - London

Register Now via the unique Vivit link:

http://hpsw.co/y9T3Bz|

Check out Vivit Breakout Session!
Detalils to come.
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https://hpbigdata2015.wegbox.com/vivit
http://hpsw.co/y9T3Bzj

Thank you

WWWw.Vivit-worldwide.org
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