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WIPP has some exciting news to share! This
month we have launched our National Directory
of Women-Owned Small Businesses in the
federal contracting arena. WIPP has worked to
educate and prepare women business owners
to access the federal marketplace as a growth
strategy for their business. With the launch of
WIPP’s National Directory of Women-Owned
Small Businesses, we are taking the next step to
assist you by helping promote your business and
expertise to federal buyers, prime contractors,
and other businesses interested in teaming
opportunities.
WIPP’s hope is to develop and promote the WIPP
National WOSB Directory to move the needle
forward to finally reach the goal of 5% federal
contracts going to women-owned businesses.
In the 20 years since Congress set the 5 percent
goal, the federal government has never
achieved it. If you want to learn more about
how to get your business listed in WIPP’s
National Directory of Women-Owned Small
Businesses,
please
contact
us
at
procurement@wipp.org.
Also, this month WIPP released the results of our
2015 National Survey of Women Business
Owners. This survey provides insight on the
viewpoints of women entrepreneurs on key
issues impacting their ability to start, manage
and grow their businesses. Take a look at our
results!
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New Governance Implications for
Federal Contractors
by Angela Dingle

In November

2013,
the
Department of Defense (DoD)
issued
Defense
Federal
Acquisition Regulation (DFAR)
clause 252.204.7012, requiring
companies of all sizes to safeguard
Unclassified Controlled Technical
Information (UCTI) that resides on
their information systems.

come. The comment period for
proposed National Institute of
Standards
and Technology
Special Publication 800-171 (NIST
SP 800-171) closed on January 15,
2015. If you missed it, you might
want to start paying attention
because there is a new FAR Rule
coming to a neighborhood near
you. If it reads anything like the
Controlled technical information DFAR Rule, companies that fail to
is defined in the clause as technical implement the guidelines could
data or computer software with run the risk of facing prosecution
military or space application that or losing a contract.
is subject to controls on the access,
use, reproduction, modification, In the simplest form, NIST 800-171
performance, display, release, is a set of guidelines for protecting
disclosure, or dissemination, and is certain types of government
marked in accordance with DoD information that finds its way into
instructions. Industry buzz had it your
company
information
that the new DFAR clause would systems – think email, cloud
only apply to new DoD contracts. services, servers, online faxes,
Most companies were unaware of collaboration sites, etc.
this change and for the most part
had no reason to pay attention, The
information
security
especially if they were not doing requirements have been tailored
business with DoD. Some for non-federal organizations (e.
companies got a surprise when the g., Federal contractors, research
new
DFAR
clause
was institutes, vendors and their
incorporated
into
existing subcontractors), so you are
contracts as well.
dealing with a subset of the overall
set of available guidelines. If you
are familiar with NIST SP 800-53,
these guidelines will ring a bell. If
Unless properly
not, the guidelines might just give
managed, information you a headache.

security compliance
can be a very costly
On the same front, there has been
proposition.

There are 14 families of security
requirements that must be
satisfied, ranging from auditing to
an effort underway for several physical protection. Arguably,
years to put a system of guidelines these guidelines will not apply to
in place that would require every company, nor can it be said
companies of all sizes to safeguard that a given company will be
controlled
unclassified required to satisfy them all.
information (CUI) stored on their However, changes of this nature
information systems. That time has make it clear that information

security isn’t just for IT Service
providers. Understanding and
managing information security
risks can be challenging, especially
for companies that are not in the
business of delivering IT Services
and there are governance
implications for companies of all
sizes.
Increasingly, management is
being held accountable for
establishing and monitoring
adequate security measures. Lack
of technical knowledge is not an
excuse for failure to comply. While
it is almost impossible for one
without a technical background to
understand the intricacies of these
new guidelines, management
needs to proactively:
• understand the scope and
impact of changes on the
business,
• align organizational policies,
practices and procedures to
comply with the change,
• empower those with the
technical expertise necessary
to implement the change,
• provide adequate training so
that key facets of the business
are aware of their
responsibilities, and
• hold individuals accountable
for compliance with the
change.
While the new FAR clause has not
yet been issued, a company’s
failure to comply with DFAR
252.204.7012 could constitute a
breach of contract leading to a
potential fine or loss of contract.

Unless
properly
managed,
information security compliance
can be a very costly proposition.
Companies that don’t have a solid
understanding of information
technology and information
security find themselves reacting
to an ever-changing sea of
regulatory requirements that can
be costly to implement.

Lack of technical
knowledge is not an
excuse for failure to
comply.
While companies look to the cloud
and its host of services as a way of
managing costs, doing so without
understanding
the
security
implications can increase your
company’s security posture to an
unacceptable risk level.
Very often, new guidelines can
require you to rethink an existing
product, service, or process,
thereby introducing unplanned
costs. Management needs to
understand the scope of security
requirements and ensure that they
are incorporated into buying
decisions, product and services
contracts,
service
level
agreements and Human Resources
processes.
Why not get a jumpstart by
assessing
your
information
systems to determine what is
necessary to comply with the new
guidelines?
Implementing
effective governance processes
can help you manage information
security risk, increase stakeholder
confidence and reduce the costs
associated with compliance.

Angela Dingle is President
and CEO of Ex Nihilo, a
company providing Cyber
Security and Risk
Management services to
government agencies.

Give Me 5 is your
resource for online
training and policy
updates for women
owned businesses
selling to the federal
government.

See the latest at:
www.giveme5.com

EDUCATION AND ACCESS
FOR WOMEN
IN FEDERAL CONTRACTING

O LL II CC YY
PP O
T HE COM PLEXIT Y OF
GO VERNMENT CYBERSECURITY
John Stanford
eaders in the House and Senate took to the airwaves,
Lannouncing
that cybersecurity will be a top priority in
the spring. But what does that mean? Going with this
quarter’s theme, the update from Capitol Hill includes an
overview of how the government thinks about
cybersecurity, and what it means to federal contractors.

To express these dual roles of government, and how they
overlap, the Congressional Research Service put together
a graphic detailing government responsibilities with
regard to cybersecurity.

Right now, Congress is focused on increasing the sharing
of information about cyber threats between the
government and private sector. To better protect“critical
infrastructure” – think banks, power plants, watertreatment – the government wants to have a speedy
dialogue with companies they think are under threat.
Companies who are willing to join up with the
government in sharing information would be shielded
from liabilities stemming from a cyber attack.
Republicans in Congress and the White House support
the idea, over objections of some privacy advocates.
This is a good example of one of the federal government’s
two roles with regard to cybersecurity: protecting the
American way of life from cyber attacks. This is a relatively
new idea – and the one most frequently mentioned by
cyber analysts. These experts see our infrastructure as
vulnerable to cyber terrorism.
The federal government’s second role is protecting their
own systems. Beyond national security issues, there is an
enormous amount of valuable data in the government’s
hands; tax records alone share detailed financial
information. Protecting this information, along with the
communications of federal officials as well as the military,
is one of the reasons cybersecurity now accounts for
nearly 10% of all federal IT spending.
In many regards, the government is only entering its
second decade of cyber-anything. It was in 2002, with
the passage of the Federal Information Security
Management Act (FISMA, from where we get “FISMA
compliance”), that the government officially recognized
information security as an interest of the United States.
Since then, multiple Administrations and Congresses
have struggled with cybersecurity policy. Only in the last
five years has the issue of critical infrastructure expanded
the government’s concern beyond its own systems.

As shown, within the federal government, cybersecurity
touches every agency. All of them must meet the FISMA
security requirements (the outer white circle), with stricter
requirements for agencies with sensitive information.
Those standards are developed, and continuously
updated by NIST—the National Institute of Standards and
Technology. The Office of Management and Budget
(OMB) enforces these standards, which are currently
undergoing a significant overhaul. In 2013, the President
issued multiple orders to modernize agency cyber
defenses and begin evaluating how to best protect critical
infrastructure.
Beyond the initial requirement that agencies secure
themselves, responsibilities are divided into civilian and
defense. The Department of Homeland Security (DHS) is
tasked with protecting all civilian agencies including the
“.gov” domain. Simply put, DHS is the first-line of defense
for the entire civilian government.
More recently, DHS was charged with outreach to critical
infrastructure, along with “sector specific” agencies (e.g.
DHS and Treasury would work together on protecting the
banking sector).

Part of that outreach, as well as investigating/stopping
cyber attacks not in critical infrastructure, is in the FBI’s
hands.

Despite shrinking budgets,
IT and related security
components continue to be
a top procurement need.
Meanwhile, ensuring military operations and
communications are secure is the responsibility of the
Department of Defense (DoD), in conjunction with the
National Security Agency (NSA). Both rely of the efforts of
the intelligence community to remain aware of cyber
threats. The U.S. Cyber Command based in Fort Meade,
Maryland, is the joint military task force charged with
protecting DoD “.mil” systems.
Communication between these stakeholders, with
different missions and competing budgets, is a concern
for experts and Congress, with both noting that rapid
response and clear information sharing within the
government are critical to an effective cyber defense.
These concerns have expanded to include how the
government and business communicate (back to critical
infrastructure) – which is what Congress hopes to work
on this spring. So what does that all mean for federal
contractors?
First is opportunity. For companies specializing in
cybersecurity and information security, the federal
government will continue to be an enormous market.
Despite shrinking budgets, IT and related security
components continue to be a top procurement need. The
bulk of spending will be done by civilian chief agency
DHS, and across the defense spectrum, including the
Cyber Command. Nonetheless, every agency will have a
cybersecurity agenda — meaning cybersecurity
contracts.
Second is compliance. Prime contractors and
subcontractors now face stricter requirements for their
own cybersecurity due to proximity and access to federal
systems. In 2013, the rules governing DoD contracts, the
DFARS, were amended to include: “DoD and its
contractors and subcontractors will provide adequate
security to safeguard…from unauthorized access and
disclosure.” Adequate security, it goes on, means
“protective measures that are commensurate with the
consequences and probability of loss, misuse, or
unauthorized access to, or modification of information.”
Civilian agencies are considering adding the requirement
to their contracts as well. Given that all businesses must
now take some interest in being cyber-aware, the key will
be keeping an open dialogue with your customers – prime
contractors or the government.

WIPP Member Testifies Before
Contracting Committee
Testifying before the House Small Business
Subcommittee on Contracting and Workforce,
Amber Peebles, President of Athena
Construction and Women Impacting Public
Policy (WIPP) Advisory Board member, urged
common sense contracting changes. Citing
personal experience, she gave examples of illconceived reverse auction practices and the
impact of delays on women-owned federal
contractors. The testimony also highlighted
concerns with increased consolidation of
contracts limiting participation of womenowned firms, known as strategic sourcing.
Peebles
advocated
for
expeditious
implementation of the sole source authority for
the WOSB procurement program recently
signed into law. She noted, "Every day this policy
cannot be utilized is another day women
business owners are disadvantaged by the
contracting process.” The law must now be
promulgated by SBA and adopted by the
Federal Acquisition Regulation (FAR) Council.
Ms. Peeble’s full testimony is available here, and
more on the hearing is available from the House
Small Business Committee. WIPP’s testimony
helped in the crafting of legislation that
addresses many small business contracting
reforms.

WIPP Members are advocating for the issues
that matter to their businesses; you can
make an impact too.
Visit WIPP's Action Center to contact your
legislators.

O LL II CC YY
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CONTRACTING REFORM SOUGHT BY WIPP
INCLUDED IN HOUSE BILL
The House Small Business Committee
advanced its first bill of the new Congress.
The legislation, the Small Contractors Improve
Competition Act (H.R. 1481), would reform
certain contracting practices viewed to harm
small businesses. The next stop is the House
floor, although many small business
contracting changes have been part of the
National Defense Authorization Act (NDAA) in
recent years.
H.R. 1481 addresses a wide range of current
contracting issues by improving the SBA
goaling process, ensuring data quality and
justification on bundled contracts, limiting
reverse
auctions,
enhancing
SBA’s
adjudication and training roles, and clarifying
procurement
rules
affecting
specific
industries.
WIPP testified before the Contracting and
Workforce Subcommittee, about the need of
some of these changes and submitted a letter
in support. A more detailed description of each
of the bill’s sections is available on WIPP’s
website:
Detailed Summary of H.R. 1481, the
Small Contractors Improve
Competition Act of 2015 (SCICA).

Specifically, the Small Contractors Improve
Competition Act (H.R. 1481) would:
• Add subcontracting goals to agency
responsibilities
• Improve data collection
• Allow broader considerations for past
performance in small business joint venture
and teaming arrangements
• Limit reverse auctions to contracts where
goods are either technically acceptable or
unacceptable
• Exclude service contracts from the nonmanufacture rule
• Allow greater flexibility in training of
procurement center and commercial market
representatives as well as Business
Opportunity Specialists

IMPROVEMENTS TO THE WOMEN-OWNED SMALL BUSINESS
PROCUREMENT PROGRAM MOVE FORWARD
WASHINGTON, D.C. (May 1, 2015) – Women Impacting
Public Policy (WIPP) applauds swift movement by the
Small Business Administration (SBA) to bring parity to
women contractors. Only months after legislation was
passed, regulations proposed today adding sole source
authority to the Women-Owned Small Business (WOSB)
Federal Contract Program will help women
entrepreneurs access the federal market.

The regulation also expedites a disparity study by the
SBA, which identifies underrepresented industries for
participation in the WOSB procurement program.
Supporters have noted that the study is critical to
updating the program to reflect the current environment.
The study was originally required by 2018—more than
eleven years after the last study—but would be
accelerated to 2015.

The WOSB procurement program, officially launched in
2011, is a critical entry point into government contracting
for women entrepreneurs nationwide. Two critical
changes were necessary to bring parity between the
women’s program and other small business contracting
programs. Congress lifted the dollar caps on contract
awards in 2013 and allowed for sole source contracts in
2014. While SBA already implemented the removal of
the dollar caps, today's proposed regulations address
sole source authority.

“Thank you to Administrator Contreras-Sweet for making
sole source a priority. In the past months women
entrepreneurs have asked one question: when? We are
thrilled the answer is: now,”said Barbara Kasoff, president
of Women Impacting Public Policy. “The Small Business
Administration chose to act expeditiously on making this
statutory change a business reality for thousands of
women, and for that we are grateful.”

WIPP LAUNCHES NATIONAL DIRECTORY OF
WOMEN OWNED SMALL BUSINESSES IN THE
FEDERAL CONTRACTING ARENA

Women Impacting Public Policy (WIPP) is
pleased to announce the launch of its National
Directory of Women-Owned Small Businesses
in the federal contracting arena. WIPP's National
Directory is the premier resource to find
qualified women contractors across the country.
The women-owned companies listed have
participated in the WIPP Federal Contracting
Certificate Program, a logical step-by-step
training for women business owners ready to
engage in federal contracting or are already
experienced
contractors
with
past
performance.
The organization has championed and
successfully pushed forward improvements to
the Women-Owned Small Business (WOSB)
Procurement program in the federal
government. In addition, WIPP has pioneered
procurement education with their online Give
Me 5 program and live event series,
ChallengeHER, cosponsored with the SBA and
American Express OPEN.
WIPP’s goal for the WIPP National WOSB
Directory is to develop and promote a central
repository of qualified women contractors in
order to move the needle forward to finally
reach the goal of 5% federal contracts going to
women-owned businesses.

“WIPP has worked to educate and prepare
women business owners to access the federal
marketplace as a growth strategy for their
business. With the launch of WIPP’s National
Directory of Women-Owned Small
Businesses, we are taking the next step to
assist our members by helping promote their
businesses and expertise to federal buyers,
prime contractors, and other businesses
interested in teaming opportunities,”
remarked Barbara Kasoff, WIPP President.
In the 20 years since Congress set the 5 percent
goal, the federal government has never
achieved it. In FY2014, approximately 4.3
percent of total contracts went to womenowned businesses, amounting to $15.5 billion.
Of this only $176.5 million came through the
WOSB Procurement Program. According to a
2014 report issued by the Senate Committee on
Small Business & Entrepreneurship, the inability
to meet this 5% goal has cost women business
owners at least $63 billion in missed contracting
opportunities.
Currently, WIPP has over 110 women-owned
small businesses in the federal contracting
arena listed in the WIPP National WOSB
Directory.
To view the directory, please go to:
www.wippwosbdirectory.com

Phone: (415) 434-4314 | Fax: (415) 434-4331
Address: 418 C St., NE, First Floor
Washington, DC 20002
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A Conversation about Cybersecurity and
Small Businesses in the Federal Marketplace
Women Impacting Public Policy was pleased to host a conversation between Small Business
Cybersecurity expert Charlotte Baker, CEO, Digital Hands and Saundra (Sandee)
Throneberry, Defense Industrial Base (DIB) Integration Lead, Lockheed Martin Corporate
Information Security. The conversation was moderated by WIPP Board Chairman Jennifer
Bisceglie, President and CEO, Interos Solutions, Inc. To listen to the full recording please
click here.
JB: I hear a lot in the marketplace, and especially in the defense industrial marketplace, that
small businesses create vulnerability in the supply chain because of the affordability or the
non-affordability of cybersecurity practices. Charlotte, would you like to touch on that topic?
CB: Sure. I think that the perception out there is that small businesses don’t know what they
don’t know in cybersecurity and don’t understand the concept around how they are gateways
to being breached and being a conduit to gaining unauthorized data. I think that perception
may have been true a couple years ago, but now what has happened is that with the introduction
of all the different best practices, all the different laws, and education on compliance, many
businesses are highly aware that they need to be concerned about cybersecurity. What we
found in the past, as a service provider, is that large enterprises would have conversations
even three or four years ago about ‘yeah I don’t think I’m a target, you know, I’m pretty safe,
I’m buttoned down’. Now, the conversations in these larger corporations and also midsized
corporations, is not around whether or not they will be breached, but it’s a question of when
will they be breached or are they already breached and they just don’t know it. I would say in
summary, that if there are small businesses that represent vulnerabilities in the supply chain,
it is due to lack of knowledge, lack of internal policy, lack of proper investment in cybersecurity
tools and the lack of a dedicated staff or service provider to help keep them up with the
changing landscape. But those elements can easily be fixed, and I think that’s part of this
conversation.
ST: One of the things we’re seeing in the Defense Industrial Base (DIB), and along our supply
chain, is the fact that business is always changing and the ability to be agile to the market is
very important and I think small & medium-sized businesses in our supply chain have the
infrastructure and/or the environment that allows them to change quickly and deliver products
quickly. I think the perception is that these smaller operating environments, because they can
be agile and have a variety of products servicing a variety of sectors , may not always have to
follow with just one compliance standard. But one of the things that I see in comparison to
large to mid to small is the Governance Risk Model- large companies have these types of
models and risk management programs that give them a two, five or even a ten year
cybersecurity strategy as well as the plans that go with that, and then they have mitigations
tied to that. And then they can fund and communicate that plan to the board, whereas medium
and small businesses may not have that luxury due to their size.
JB: I’d like to pull the thread on a couple things that you both mentioned in your own way.
First, you both mentioned policy. And, you know, we’re seeing a lot of policy. Policy can be at
the federal level, it could be at the state level, it could be at the corporate level. Charlotte, you
mentioned managed services as well, and I want to come back to insourcing versus outsourcing,
but how does a business, whether they be large or small, look at all the different policies that
are out there, and make it work for them? Because they still have to run a business, right?

CB: Right. What Sandy had mentioned about setting up a risk management policy, communicating
that policy to understand vulnerabilities andto have managerial control over them is right on target, I total agree with Sandy. This is the area where small businesses could really benefit from an
educational seminar on this because it is so often overlooked. While the approach may be to try
to address these issues via written HR policies in the vein of an employee handbook, it really is
governance and compliance that we’re talking about in terms of protecting the data sources. I
believe Sandy was highlighting that subcontractors in the supply chain may have multiple primes
that they are working for so it can be a very easy place for an aggressor to come in and gather
information. I think what large businesses do so well is that they have dedicated departments that
are well staffed and also incorporate in their leadership positions roles such as chief information
security officers; they have people whose only job it is to come in and deal with cybersecurity and
technology issues on a day to day basis. The small business is very valuable to the supply chain,
but they typically don’t have a core group that’s dedicated to compliance and risk management.
So what they’ll do is they will typically outsource or they will ignore it, or they’ll get legal advice,
or they’ll get an assessment after the fact. Until then, they’re kind of rolling the dice and hoping
they won’t get breached. In summary, the whole idea that everyone wants to talk about cybersecurity,
data loss prevention, all the technologies and tools is great for awareness but one of the most
important areas to focus on is creating the actual internal policies within your company - looking
at how to customize the policy for your organization so you can look at what data is most vulnerable,
what data is most valuable, what data needs to be protected, who needs access to what data, and
in the event when there are changes in the organization or environment, you can react accordingly
with some key people in the organization.
JB: I think that’s great, and Charlotte you did a really nice job there lining the steps from a host of
different programs. Sandy, I’d like to follow up on your comment about the types of information
that a small and mid-sized business might be housing and they don’t view it as valuable or interesting
as it might be to a bad actor. Could you recommend three to five steps that someone in a small
business could walk away with to identify what the crown jewels of information are?
ST: I think that the first thing that someone has to do is understand here what data is today, due to
the expansive use of technology and email, data today can be pervasive. So the first step is to
understand your architecture. As far as your data, categorization, at least in the DIB sector, is really
done by the customer. Right now, in the federal government there is an effort called controlled
and classified information, and it actually had at one time over 130 various types of data markings.
So you may have heard of official or classified for official use only, and one of the things that comes
into play is what types of contracts you may have and if there are any details within that contract
that provides information on how you may need to protect the data that you may be provided by
the customer. The other thing is that small businesses own intellectual property. Our national
interest is really served through the backbone of small businesses and the types of things that they
create. So check your intellectual property - what kind of customer data you may be storing.
Continued on page 24...
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The Risk Management Approach
to Cybersecurity
7 steps any organization will benefit from
by Jennifer Bisceglie

There is much talk about Cybersecurity
these days. In light of the Target, Niemen
Marcus, Home Depot, Sony (I could go
on….) hacks, the topic is being brought
closer and closer to us. It’s been proven
we are increasingly sensitized to our
credit cards getting replaced due to a
compromise, but how do you allow for
this risk tolerance in your business as
well? What are the measures you can put
in place in effort to proactively
understand and measure what your
business operations can handle, and
where you need to increase safeguards to
ensure you are not severely impacted?

Remembering that Cybersecurity
is just one more risk factor your
organization must consider; here
are 7 steps to make this easy for
your organization to adopt,
implement, and measure:

Step 1: Begin with the end in mind
Maybe Stephen Covey had something that would
be relevant in various measures of success, to
include risk management and Cybersecurity?
Before you do anything, there needs to be an
understanding of what you are trying to protect.
Is it the theft of intellectual property (IP),
personnel records, or business dealings? Do you
just want to be seen as a trustworthy supplier
with which to be engaged? All of the above?
No matter how the vulnerability is being
expressed, it must connect with the business’
bottom line. In this, you will have not only
identified, up front, what you are trying to
protect, but you can also define the impact to the
organization in words that will matter to your
leadership. If everyone at the top of the
organization cannot get on board with
Cybersecurity being a part of your organization’s
risk management approach, the program will
never be a success.
Step 2: It's not one size fits all
Unless you operate in a very regulated
environment (for example, a utilities industry),
there will be many ways you can approach risk
management as it relates to Cybersecurity. If
you operate in a regulated environment, you
most likely have different standards and
regulations that you must align with and report
against. Normally, risk management approaches
will evolve over time as the threats in
Cybersecurity change, your organization’s
culture changes, or technology in use changes.
In the situation of a regulatory environment,
these changes often lag as regulations take time
to change.

One only needs to query on RIMS.org to see
various levels of risk management, many
bespoke to the industry being worked with,
and tailored to the risk being mitigated. Each
talks about understanding who the audience
is, the culture of the organization, identifying
the Cybersecurity risks and vulnerabilities up
front, and measuring the mitigations on cost
and impact.
Step 3: No need to start from scratch
We have not run into any organization that is
not focused on some aspect of risk
management as a general course of business
operations. They might not call it risk
management, they might not even realize they
are mitigating risk for the organization, but if
you look close enough, there will be some piece
of the organization that can be raised up as a
thought leader and their methodology can be
built upon.
Your mission, should you accept it, will be to
find that part of the organization, ”rename”
what they are doing to risk management, and
then get buy-in from the rest of the enterprise
that this is true and that they are willing to build
upon it to add Cybersecurity processes as a
part of it. Sometimes it’s even easier than it
sounds.

Step 4: Can I get an Amen?
For a successful risk management approach to
Cybersecurity, you will need support from your
organization, as we’ve mentioned above.
Additionally, you need an active Evangelist –
someone internal to the organization, who
understands the culture, is knowledgeable, and
is seen as a leader by others. This person must
be able to embody the mission, articulate
“what’s in it” for everyone he or she speaks
with, and bring as many people as possible into
the program.
It is really important, not only that the C-suite
lets the organization know this is important to
them and the Board, but that each person also
understands the role they place in
Cybersecurity and how their actions affect the
rest of the organization. When shortcuts are
taken, or “waivers” authorized, how do they
impact the Cybersecurity position of the
organization? If a shortcut is taken, does an
individual have another way to mitigate any
impact?
An external influence can often be powerful.
Maybe a Cybersecurity or risk management
consultant, brought in for a short term effort,
can further the implementation within the
organization. At times we need to hear from a
“specialist” versus in-house expertise for quick
impact. I’m not sure I can explain this
phenomenon, let’s just clock it up to human
nature to trust “the pros.”

Step 5: Start small and scale fast
In any new program, it helps to get some quick
wins to show people the potential of the
program’s success based on everyone adopting
a new thought process. In effort to show these
quick wins, it is a good idea to identify a small
area, division, or program within your
organization to build your risk management
process around and demonstrate what aspects of
Cybersecurity should be applied. This will allow
you to ensure you have the correct stakeholders
involved, you are articulating the message
correctly, you are getting the results you need,
and you can share this with leadership to get the
support the program requires.
After you are able to tie the cyber vulnerabilities
being affected to the business’ bottom line,
leadership will be able to see the value of your
program and support the expansion across your
enterprise. If you are not able to show this impact,
having started small, you will have the agility to
alter your risk management approach to ensure
how you approach Cybersecurity will positively
and measurably affect the business operations.

Getting in with both feet, being able to try
out an initial risk posture, aligning with any
regulations or best practices in place and
showing results, is the best way to lead to
early success and scale the program in a way
that is easy for people to adopt, flexible, and
sustainable for the long term.
Step 6: Ensure someone is in charge
As we’ve worked with clients in both the
public and private sector, often the most
difficult question for an organization to
answer is “who is in charge?” Specifically as
it relates to Cybersecurity, it is often regaled
to the CIO or chief information security officer
(CISO) office. The reason for this is that
Cybersecurity deals with intelligent objects –
or objects that talk to each other – and are
technology based. Is this the correct place?
Or, since Cybersecurity is a business risk, does
it belong with a chief risk officer (CRO), a
position that can be stand-alone reporting to
the Board or under Legal or the chief financial
officer (CFO)?
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These are all good points, but we need to
remember the person who actually OWNS
the risk must be involved. Normally this is
some level of a program or project
manager – someone who is within the
organization and truly understands how the
technology is being applied, as well as other
mitigations of real or perceived risk that are
part of the program. Without this input and
ownership, the view of Cybersecurity is
siloed and the cost is significantly increased.
Remember, a good risk management
methodology is holistic in its approach and
takes into consideration all factors that can
affect
the risk – both positive and negative.

The closer you are to vulnerability
and the risks that might
affect it, the better positioned
you are to own the risk and
lead the organization to better and
more cost effective risk mitigation.

Step 7: Measure to tell the story
We’ve all heard it before – ”if you can’t measure
it, you can’t manage it.” What else is there to say?
The most important part of any risk management
approach to Cybersecurity is to ensure you can
measure the impact of the program. What risks
are you truly mitigating? Are you improving the
resiliency of the organization when you ARE
impacted? Are your employees willing adopters
of the new processes being implemented and
doing their best to follow the best practices? Are
you able to show compliance with any regulations
being mandated in your industry? Without good
metrics, you will never be sure you are spending
money in the right places, at the right times, for
the best return on investment (ROI).
Additionally, good metrics are the quickest way
to get senior leadership onboard with the
program. Not only can you show how the
organization has done in the past, but you can
show where the organization is going with its
Cybersecurity program, and use intelligence to
drive security through the decision making
processes of the organization. Lastly, the ability
to continually measure, monitor, and adjust the
organization’s approach ensures you stay
relevant and impactful.
A risk management approach to Cybersecurity is
another way of saying “how much security can I
afford to buy?” And, “what am I willing to live
with otherwise?” By introducing metrics, you can
now continually simplify the process, introduce
any automation that you can take advantage of,
and more adeptly train the organization in this
new Cybersecurity way of thinking.
Most importantly, remember that Cybersecurity
is NOT implementing a checklist of requirements,
but actively managing cyber risks to an
acceptable level for your organization. Managing
cybersecurity risk as part of your organization’s
risk management program will ensure continuity
of operations when the business gets impacted.
And it will. A risk management approach to
Cybersecurity instills a resiliency within the
operation to ensure when you are impacted that
you can lessen the cost and mitigate any negative
impact through the organization.

Dynamic Risk Management:
Why Federal Agencies Need Small Business
Solutions
by Robert Breese

For

the past few years, Chief Information
Officers (CIOs) and Chief Information Security
Officers (CISOs) have been transitioning their
cybersecurity programs from check-box
compliance to dynamic risk management. This
transition has not been easy and many
information technology (IT) and business
leaders continue to struggle. Interestingly,
these same leaders consciously and
unconsciously assess, mitigate and accept other
risks, i.e., financial, supply, workforce, etc., every
day. Yet, effective execution of the most critical
cybersecurity risk management tasks of risk
tracking, risk decision-making, residual risk
sign-off and accountability eludes many of
these leaders when it comes to cybersecurity.

Risk Tracking
Tracking risk requires more than a risk register.
The register is an important tool, but what goes
into the register is more important. There are
lots of items that can be identified, but in the
end, risk must reasonable consider the
likelihood and the consequences. If the
consequences are trivial, then adding the risk
to the register merely clutters the information
necessary for decision-making. If the likelihood
is extremely remote, then inclusion should rest
on the severity of the consequence to the
business. The conditions which impact the
likelihood or severity of the risk must be
understood so that as part of a continuous
diagnostics
and
mitigation
program,
management decisions can be adjusted as those
conditions change. Finally, the register must be
a product of both the security/risk team and the
business(es) supported by the system. In the
end, the business must agree on the registered
risks as it will need to make the final decision
of risk acceptance. In the next few paragraphs,
we’ll briefly address some of the keys to success
in cybersecurity risk management.

Risk Decision-Making
Risk decision-making remains a weak spot in
most organizations. Involving non-IT risk
stakeholders to make risk-based decisions that
balance the needs to protect against the needs
to run the business is one of the critical items
most often missing. As a result, security/risk
teams, working independent from the business
tend to make decisions only about what to do to
mitigate a particular risk. Conversely,
integrating the security/risk and the business
teams in decision-making should result in
options about what to do and what NOT to do
regarding each risk in the register. Regardless
of the decision, the options considered and the
rationale for the decision must be recorded,
along with the context of the decision, so that
as conditions and decision-makers change, the
organization understands how and why each
decision was made and can effectively adjust
those decisions as necessary.

Like risk decision-making, involving
non-IT risk stakeholders to
acknowledge the acceptance of risk
is critical to success, but remains a
weak area in most organizations.
Residual Risk Sign-off
Like risk decision-making, involving non-IT risk
stakeholders to acknowledge the acceptance of
risk is critical to success, but remains a weak area
in most organizations. Risk decision-making
identifies acceptance of what to do or not do to
mitigate risk. There is no such thing as zero
residual risk. Residual risk sign-off occurs when
the portion of the organization owning and
feeling the effects of risk formally accept the
residual risk consciously and proactively. In
most cases, the CIO is not the owner of the risk.
Thus, if and when the CIO signs off in lieu of the
business, the business essentially abdicates its
responsibility and the CIO irresponsibly accepts
accountability.

Agency in Focus:
Department of Energy

Accountability
While often viewed as documenting who to
blame if things go wrong, in a risk-aware culture,
accountability is about taking responsibility for
ensuring the risk management processes are
followed. It validates that an informed decision
has been made by the responsible risk owner.
Things can and still will go wrong. Accountability
provides a basis for ensuring the process is
followed, that there is a clear focus on IT risk
management and there are mechanisms in place
for continuous learning. Accountability for the
risk management process is not a substitute for
accepting and managing risk.

One might ask - why small
business and not the traditional
large system integrators for an
agency like the DOE?
As the CIO for the US Department of Energy
(DOE), I found the cybersecurity risk
management challenge to be more cultural than
technical. It took time to adjust the thinking of
the security team, but even more time to educate
business leaders and get their teams onboard.
There wasn’t much resistance to the concept,
but the two sides began with very different
views and level of understanding of
cybersecurity risk and its impact on mission
accomplishment.
Fortunately, I had a great source of technical
support through a number of small businesses
that let me focus my energy on the cultural
change necessary for success. One of my
partners managed operations and the
implementation of the control mechanisms
selected via the risk management processes.
Another pair of partners supported the risk
identification and tracking processes and
developed the materials necessary for decisionmaking.

One might ask - why small business and not the
traditional large system integrators for an
agency like the DOE? The most significant reason
is the complexity of the Department and the
need to tailor solutions to the needs of a wide
variety of missions ranging from open,
international collaborative science to applied
energy and advanced manufacturing to nuclear
security. My small business partners were truly
that, partners. They were interested in
understanding not only my goals and
expectations, but the needs of the various
program offices. This partnership is a critical
component of the teamwork required for
successful risk management.
The challenge of the cultural change necessary
to bring the IT security/risk team and the
business together to objectively discuss risk
should not be underestimated. For me, it was a
challenge that took months, and in some cases
years, to address. However, CIOs and their teams
can drive improvements in cybersecurity risk
management by accepting accountability to
develop and lead adherence to best practices.
Finally, CIOs, IT executives and their technical
support partners need to accept that changing
the culture from one that believes the CIO and
the IT security/risk team are solely responsible
for managing cybersecurity risk to one that is
risk aware across the IT and business teams
requires partnership, patience and a focused
attention to the keys of success.
Robert Brese is the former CIO of the U.S.
Department of Energy and currently a Vice President
of Executive Programs at Gartner, Inc.

The Importance of Small Business
participation in Cyber Security
by: Blossom Birch Baker
The majority of what we do as a society is now
heavily reliant on communications within
cyberspace. This reliance is only going to
increase. As a nation our economic vitality,
national security and even our entertainment
as we have seen recently depends on how
resilient we are in our tactical enablement and
strategic intelligence within cyber security. On
December, 2014 one of the leading cyber
security firms reported that about 85% of all
organizations had experienced some form of
cyber security attack. I would add that the
remaining 15% are not aware they have been
attack. With these alarming figures, it is obvious
that our diversified performance within the
cyberspace
is
critical
to
mission
accomplishment and a thriving future.
The question we will answer is whether cyber
security as a service offering is a good business
area for small to medium size businesses? The
truth is always in the data so let’s examine the
facts. According to the United States (U.S.)
Census Bureau in 2010 there were 27.9 million
small businesses and over 18.5 million have
more than 500 employees. This accounts for
about 60 to 80 percent of all US jobs. According
to the Small Business Administration small
businesses produce 13 percent more patents
then larger firms. This statement certainly
validates that small businesses are very
capable of performing. Most small business
owners are highly skilled at their craft and take
pride in their work and therefor efficiency and
quality tends to be much higher. As a small
business owner I know the importance of
superior performance. It is the insurance for
every small business vitality and continued
success.
Looking at the above data from the US Census
Bureau it is imperative that small businesses
participate in cyber security as a service. Small
business owners that have cyber security as a
core competency should continuously seek

participation with federal, state and local
government agencies as well as private
organizations. This type of partnership is crucial
to the awareness, education and advancement
of over 60% of our society. In addition, IT
Modernization should not escape a strong
percentage of our workforce. More importantly
we should be aware that intruders are more
aggressively after the very unobvious points of
entry into our networks and critical
infrastructure.
On February 19, 2013, due to the enormity of
repeated cyber intrusion President Obama
signed the Executive Order 13636 (EO 13636),
Improving Critical Infrastructure Cybersecurity.
This EO authorized all heads of federal agency
to enhance cyber security services to all critical
infrastructures to protect our nation from
unauthorized access, exploitation or any form
of catastrophic cyber event.
According to the Small Business Administration
(SBA) the following statutory goals have been
established by executive agencies for small
business participation:
• 23 percent of prime contracts for small
businesses;
• 5 percent of prime and subcontracts for
women-owned small businesses;
• 5 percent of prime contracts and
subcontracts for Small Disadvantaged
Businesses;
• 3 percent of prime contracts and
subcontracts for HUBZone small
businesses;
• 3 percent of prime and subcontracts for
service-disabled veteran-owned small
businesses.
Federal agencies are not meeting these goals.
Small business owners must appropriately
equip themselves to be a candidate of this
opportunity and be relentless in their pursuit.

Women Impacting Public Policy (WIPP) has a
Federal Contracting Certificate Program to
assist Woman Owned Small Business (WOSB) in
reaching the five percent goal. This is one
excellent avenue to ensure participation, grow
small business and create jobs.
Cyber security is an essential area where we
must see job growth the U.S. On the opposite
side of the same subject, what happens if small
businesses do not participate in cyber security?
The following options are critical to the answer:
1) We limit ourselves from the technical
advantages a small business can provide
within cyber security.
2) We face major setbacks as a society
without the continued academic and
pragmatic knowledge required to be
resilient within cyberspace.
3) Our nation will suffer from the inability to
compete domestically and internationally.
4) Lack of knowledge will make small
businesses major targets for phishing
attacks, malware, botnets, advance
persistent threats and all other forms of
exploitation.
5) We severely handicap the economic
strength of our society.
The truth of the matter is whether we realize it
or not small businesses are already informally
participating even if cyber security is not within
their core competency. As previously stated,
the majority of our communications is taking
place in cyberspace. For firms like JB
Technologies that do have cyber security as a
core competency strategic partnership and
increased participation is essential for creating
jobs and educating our community.
We must also remember all large organizations
started as a small business. In 1912, Glen Luther
Martin and Allan and Malcolm Lockheed

established two separate small businesses.
These mechanics became aviators without any
formal training. It was not until 1995 that the
Lockheed Corporation merged with Martin
Marietta and became Lockheed Martin as we
know it today. Both the Apple and Microsoft
Corporation have similar stories, and there are
many more. We must not limit the plethora of
innovation a small business can provide.
Small business should not be limited from
participating on large cyber security contracts.
Studies have shown that small business tends
to outperform larger companies. Their superior
performance, transparency and accountability
are consistently on display. They are also keenly
aware of what the lack thereof means. Small
businesses understand and value the
importance of mission success.
Overall, partnership with a small business in
cybersecurity is a win-win outcome for our
society. The growth that cybersecurity will
mandate in the near future loudly demands
small business participation. We must do all we
can to educate our nation, strengthen our
economy, create jobs, be aggressive in
succession planning and take care of our
community. Failure to be insistent in these areas
will bring problems not only to our society but
our own backyards.
Blossom Birch Baker, is President of JB
Technologies, Inc. www.jbtechinc.com
Sources:
United States Census Bureau. “2011
Nonemployer Statistics.” http://censtats.
census.gov/cgi-bin/nonemployer/nonsect.pl
Small Business Administration Office of
Advocacy:
http://www.sba.gov/sites/default/files/
FAQ_Sept_2012.pdf
Lockheed Martin News Release: http://www.
lockheedmartin.com/us/news/pressreleases/2012/december/1219hq-lockheedfounding.html

A Conversation about Cybersecurity (continued from page 13)
ST: The last step is how you actually disseminate the data you have. Does it reside within
your environment, do you use some sort of cloud program to access it, or do you send it to
your customers through email or web programs? One thing to keep in mind is if store data
within your environment, what is the potential impact for you distributing data. It may be
that technologies today that are invaluable as part of our daily business operations, may
actually be susceptible without encryption. Thus, you really need to keep track of your
passwords so that someone can’t just be you. And another thing too is when you get an email,
don’t always expect that that email is really meant for you. It could be somebody masquerading
as an attacker. So, there are certain things you can do as far as an email to look at that and
decide do I really know this person, is this a real relationship, and look for little key indictors
like misspelled words. Bad English and sentence structure is a deal giveaway, and sometimes
there are actually URLs that have just one letter missing or are mistyped and that’s another
red flag when considering the email you are using to send out client information.
JB: Thank you Sandy, you’ve definitely given folks a lot to think about. Charlotte, I’d like to
go back to one of the first responses you were sharing with us about the changing perception
of what small businesses are capable of in terms of cybersecurity. With that, I hear a lot of
things about trust. From the cybersecurity perspective, how do you think small businesses
can build or earn that trust with some of their customers or potential customers?
CB: The way they do it is through a demonstration of knowledge of the environment they’re
dealing with. For example, if a small business is pitching to a prime contractor to be a
subcontractor, I think it’s very important that they include a full section on how secure they
are. I think that they need a whole section on that. I think that they have to prove that they
have the bases covered. For larger organizations with whole departments for this that’s one
thing, but for small businesses they need to prove that they have a layered approach. That
approach is convincing partners or customers that they are cognizant about the issue, that
they know where the risks are, that they know where their data is, that they can show where
it resides, where it’s backed up, demonstrate a disaster recovery plan, the security measures
they’ve taken on the perimeter, security measures on the in-point. These are just bullet points
in the initial presentation to acknowledge that they are corporations that take cybersecurity
seriously. And in the end, what they have to convince a partner or customer of is that they
do have security intelligence. That they do have the expertise either on staff or outsourced
and that they do have a way of handling incidents that’s predefined and not just a knee jerk
reaction after the fact. The sharing of the knowledge and presenting that the business is
prepared to address cybersecurity issues can open up the conversation and create a platform
for trust by demonstrating that they aren’t shying away from this.
JB: Sandy, how often are you hearing this level of conversation happening within the DIB?
ST: So one of the things that we came to a premonition on long time ago is that no one is
immune to any type of attack, whether it is from cyber criminals or nation states or any other
types of attack. And one of the things we learned early on with partnerships is that you can
have contracts and you can have agreements but at the end of the day it is imperative to have
continue communication around best practices and new technologies, and really partnering
with small to mid-sized businesses letting them know that we started here once. You know,
I hear a lot of the large contractors have a lot of resources. Depending on your contract, you
may be able to get resources from that large contractor and they may be willing to share
information on how we actually operate our cybersecurity as well as on threat information.
If you can’t get direct assistance and partner with the customer due to your sector or line of

business, there may be a number of alliances or organizations out there that you can join.
Information Sharing and Analysis Organizations (ISAOs) are really developing now, from the
Executive Order. We’re certifying and registering a number of those. In the last ten years
there has also been Information Sharing and Analysis Centers; currently there is a DIB ISAO.
The financial sector has one, so does aviation. So, more than likely, there is one of those at
the national level and at the state and sometimes local level. Your FBI region may actually
have information and resources that they can share. You can use these resources and actually
have a sit down, analyst to analyst, architect to architect, on these issues. I also know that
the SBA has training on cybersecurity. I think those places you have to start, get some training,
and then maybe subscribe to some of these ISACS or ISAOS.
JB: So, Charlotte, just listening to you and Sandy, I think a small business, even if they are
taking the right steps, could be quickly overwhelmed if nothing else than by the perceived
costs. So, how much does it cost? What do you tell a small business?
CB: A small business can be two people, or a larger shop so when I think about best practices,
one of the areas where you really have to start is with a vulnerability scan. If you do not
have the internal expertise we highly recommend you hire someone to come in and do an
assessment, specifically a pin test and a vulnerability scan. That initial cost can be $25,000,
depending on how large your organization is - let’s take a 25 person business. On top of
that, the hardware to secure the perimeter and also to secure the end points, as a basic form
of consideration, that’s another $2,000-$3,000 and then outsourcing the management of
that may be another $700/month. Legal counsel to review the policies may be $400-$500/
hour. So, looking at a budget for a company of 25 people, you’re looking at $25,000-30,000
per year to just cover the basics. And, that’s the truth of it. If you’re company is smaller than
25 employees than scale it accordingly. What we’re looking at, $25,000 for 25 people, that’s
not an extraordinary amount to secure the perimeter and take care of all the things we just
talked about.
JB: So, Sandy, I hear a lot of industrial bases going to the cloud. Many of the businesses that
I’ve talked to no longer have servers; they just keep everything on the cloud. And there’s a
big movement in the federal government to push everything to the cloud. What concerns
does that bring in, or is that the right answer, to send everything to the cloud?
ST: I think it’s pending. Within the DIB, they just now have released their cloud security pilot
guide. They really only have one pilot. It’s really more so about your data categorization
again, that is for unclassified technical control information. So if you’re storing publically
available information, something you wouldn’t mind seeing in a media report, I think that
cloud is great, but I think it depends on your business model as well as your data and intellectual
property.
In terms of the cloud you really want to look at where it’s maintained. Is it U.S or international,
what type of controls does the cloud have within it, what other tenants within the cloud, so
if something were to happen n terms of access control, who else may be able to see my
intellectual property within the cloud. And then within any business there has to be an
incidence response process. (continued on next page)

ST: (cont.) The other thing is, does the cloud provider let you know when there’s been an
incident? Do they handle the incident, pending to what level of the cloud you’re subscribing
to? I think that there’s a lot of questions and a lot of real world, real tie experience within the
cloud that depends on the type of data that you’re trying to protect and the type of agreement,
just like we have with our supply chain, that you have with the cloud. If you have a $5 cloud,
to protect $1000 piece of data, you may want to think that. And again, it goes back to data
and needing to do that type of assessment for the cloud environment.
JB: Great, I do want to thank both of you for your time and expertise. Much like I have, I think
our audience has learned a lot today. I want to open the floor to you to leave any final words
for the small businesses that are listening or reading, something for them to take away. Sandy,
would you like to start us off?
ST: Sure, I think in our discussion today one thing in my mind which is primary and we may
have left out is the people. The employees of small businesses really have to be part of your
cybersecurity program. Help them understand that you want to protect your data and
intellectual property, that it is part of your business now, just as you have maybe communicated
a program to them to keep them protected from injury or loss. Don’t lose sight of that, as the
best people are some of the people you have, and being able to train them and get them to
understand various information protection practices is essential. Cybersecurity is three
pronged: people, process and technology. Don’t forget the people when you are thinking
about cybersecurity. Capitalize on Cybersecurity Month which is every October. That can be
a really useful tool for providing information, tips and resources, and you can provide them
with not only education on cybersecurity for your business and but also tips for them to
protect themselves at home with their families.
JB: Thank you Sandy. Charlotte?
CB: For small to mid-sized businesses the cybersecurity landscape really consists of policies
and constant assessments at least one a quarter. You really need to look at four points: data
security, network security, end point security and mobile security. Looking at those elements
you can start to see where you could potentially be attacked and where you need to tighten
your tools. You can gain the expertise externally from the legal arena or the managed service
provider arena. One of the most eye opening thing that you can do is when you start, there’s
a book that’s probably the best book ever written on cybersecurity, it’s called Cybersecurity
and Cyberwar: What Everyone Needs to Know written by P.W Singer and Freedman. It’s a really
easy read and helps you understand the issue and takes the intimidation factor out of it. If I
had one thing to say, take a look at the cybersecurity landscape and get the right people to
help you.
JB: Wonderful, thank you Charlotte. Once again I’d like to thank both of you, it was really
wonderful to hear from such strong women deep in the cybersecurity domain, I for one am
very glad that you both are working on our side.

Cybersecurity – Small Business and the Federal Marketplace
Listen to the full conversation here.
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